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Abstract

In the contemporary digital era, cybersecurity has emerged as a pivotal concern for individuals, enterprises, and
nations alike. Technological advancements, while providing many advantages, have resulted in an increase in
cyberattacks, data breaches and cybercrimes. In this context, it is evident that economic growth and the
development of technological infrastructure can directly influence the way countries formulate their cybersecurity
strategies. The enhancement of ICT infrastructure in response to economic growth can facilitate increased
investments in cyber security, thereby fortifying defenses against digital threats. This study investigates the effects
of economic growth on cybersecurity. Within the scope of the study, the ICT Development Index (IDI) data, which
encompasses 171 countries, was utilized to represent cybersecurity. The findings obtained by using the
multidimensional nested panel data analysis method, which provides information on different unit dimensions
nested within each other, show that there is a statistically significant and positive relationship between economic
growth and IDI. The analysis method, which provides information on countries grouped according to different
levels of economic development as well as the country effect, shows that there are larger increases for countries
in the low and lower-middle income groups than for countries in the high and upper-middle income groups.
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Ekonomik biiyiimenin siber giivenlik iizerine etkisi: ICT gelisim endeksinden kanitlar

0z

Modern dijital ¢agda siber giivenlik, bireylerin, sirketlerin ve devletlerin karsiastigi en énemli sorunlardan biri
haline gelmistir. Teknolojik ilerlemeler, bir¢ok avantaj saglamakla birlikte, siber saldwrilarin, veri ihlallerinin ve
siber suglarin artmasina zemin hazirlamaktadir. Bu baglamda, ekonomik biiyiimenin ve teknolojik altyapmin
gelismesinin iilkelerin siber giivenlik stratejilerini olusturma bigimlerini dogrudan etkileyebilecegi agiktir.
Ekonomik biiyiimeye yanit olarak BIT altyapisinin gii¢lendirilmesi, siber giivenlige yapilan yatirimlarin artmasin
kolaylastirabilir ve béylece dijital tehditlere karsi savunmay gii¢lendirebilir. Bu ¢alisma ekonomik biiyiimenin
siber giivenlik tizerine etkilerini arastirmaktadir. Calisma kapsaminda siber giivenligi temsilen 171 iilkenin yer
aldigi ICT Gelisim Endeksi (IDI) verileri kullanilmistir. Birbiri icerisine yuvalanmis farkli birim boyutlar
hakkinda bilgi saglayan ¢ok boyutlu yuvalanmis panel veri analizi yonteminden yararlanilarak elde edilen
bulgular, ekonomik biiyiime ile IDI arasinda istatistiksel olarak anlamli ve pozitif bir iliski oldugunu
gostermektedir. Ulke etkisinin yani sira farkli ekonomik gelismislik diizeylerine gore gruplanan iilkeler hakkinda

bilgi sunan analiz yontemi diisiik ve alt-orta gelir grubunda yer alan iilkeler icin yiiksek ve iist -orta gelir grubunda
yer alan iilkelere nazaran daha biiyiik artiglarin oldugunu géstermektedir.
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INTRODUCTION

Cybersecurity can be defined as the protection of a nation’s digital infrastructure and the
secure provision of information flow. In recent years, cybersecurity and the development of
information and communication technology (ICT) have become a significant research area in
the digitalization of economies. Developments in information and communication technologies
have also been reflected in socio-cultural and economic life. This has also exposed
vulnerabilities in the security of information and communication technologies. Elevated levels
of digital security are conducive to economic growth, given that they serve to mitigate the
economic ramifications of potential data breaches and cyberattacks. Inadequate provision of
resources for cybersecurity, particularly in developing countries, has the potential to impede
the effective utilization of ICT infrastructure and exert a detrimental effect on economic growth

(Ahmed, 2021, p. 413, pp. 416-417).

Since the 2000s, the ICT Development Index (IDI) has been utilized as a metric to assess
the digital development of countries. The index in question provides a quantitative metric by
which to assess the digital infrastructure, internet access, digital skills and network security of
nations worldwide, thereby determining their position within the global digital economy. A
high IDI is indicative of a nation’s investment in digital technologies and the subsequent impact
these technologies exert on economic development (Ahmed, 2021, p. 422, 427). Kumari and
Singh emphasize that enhancing the ICT infrastructure exerts a substantial influence on the
economic growth of the nation. The enhancement of this infrastructure has the potential to
expedite the economic development of nations by facilitating their digital progression. While a
robust ICT infrastructure is conducive to economic growth, it is also imperative to enhance
cybersecurity measures to ensure the sustainability of this growth (Kumari & Singh, 2024, pp.

7069-7072, p. 7087).

It is demonstrated that elevated levels of the IDI are indicative of a nation’s enhanced
digital infrastructure, which in turn exerts a favorable influence on the economic development
process (Saba et al., 2024, p. 14700). Nevertheless, while the enhancement of digital
infrastructure is conducive to economic growth, it is also imperative to augment the cyber
security measures necessary to ensure the sustainability of this growth. Therefore, cybersecurity
ensures the continuity of economic development by ensuring the security of digital

infrastructure. In recent years, a plethora of studies have been conducted which analyses the
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IDI levels between different countries or the network infrastructures of information and
communication technologies, internet access opportunities, e-commerce, etc. The relationships
between the developments in telecommunication infrastructure, the economic performance of
the countries and their capacity to combat and prevent cyber threats are revealed by these

studies.

Empirical studies on the ICT-growth relationship have attracted considerable attention in
recent years, and a range of results and policy implications have emerged due to various factors,
including different theoretical frameworks, econometric models, study periods, and countries.
As countries become increasingly dependent on ICT for economic transactions, the risks posed
by cyber threats have also increased. In this context, cybersecurity has become an important
element in ensuring national security. While it is acknowledged that advanced ICT systems can
contribute to economic growth, it is also important to recognize the potential vulnerabilities
they may create against cyber-attacks. It is important to note that countries with higher levels
of ICT development, as measured by the IDI, may be more vulnerable to complex cyber threats
due to their dependence on digital infrastructures, even though they have advanced

cybersecurity frameworks.

In recent years, a number of studies have examined the impact of ICT on economic
growth from different perspectives. There are different theoretical approaches that investigate
the relationship between economic growth, ICT and cybersecurity. Albimana and Sulong
(2018, pp.649-650) and Suzuki (2024, p. 12, p. 16) adopted the Network Externalities Theory.
It is suggested by this theory that the value of the network increases with the number of
participants, but that this is accompanied by an increase in cybersecurity risks. Gomes, Mihet,
and Rishabh (2024, p. 5, p. 17, p. 26) emphasize that technological advances provide economic
growth using the Endogenous Growth Theory, but also highlight the critical role of security
measures for the digital economy. Singh and Alshammari (2020) and Pradhan et al. (2022)
stated that digital security and ICT infrastructure are affected by legal and institutional factors
using Institutional Theory. In accordance with these theories, the establishment of secure digital
infrastructures is contingent upon the incorporation of technological innovations and the

implementation of policy frameworks.
Convergence theory posits that the correlation between economic growth and

technological development will result in a convergence of digital infrastructure and
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cybersecurity levels between nations over time (Barro & Sala-i-Martin, 1992; Kuzior et al.,
2022). According to this theory, economic development and the strengthening of ICT
infrastructure accelerate the improvement of cybersecurity practices in developing countries,
leading to a narrowing of the digital divide. In particular, it is accepted by experts that the
acceleration of improvements in cybersecurity, in tandem with the developing economy and
technological advancement, serves as an indication of this convergence (Kuzior et al., 2022;
Rath et al., 2023). Nevertheless, the follow-up theory posits that the progression of ICT is a
perpetual process, and that cybersecurity strategies must develop in tandem with economic
growth (Stephens et al., 2008; Vasiu & Vasiu, 2018). In this process, a mutual and dynamic
interaction exists between economic growth and cybersecurity measures. It has been observed
that economic development increases cybersecurity investments, and that strengthened
cybersecurity infrastructure also positively affects economic growth (World Economic Forum,

2025).

Empirical research has confirmed the beneficial influence of ICT indicators on the
economic growth of nations. This impact has been identified in studies conducted by scientists
such as Dewan and Kraemer, Ahmed and Ridzuan, and Saidi et al. (Dewan & Kraemer, 2000;
Ahmed & Ridzuan, 2013; Saidi et al., 2015). However, some studies examining the effects of
ICT on growth have found the effect of ICT indicators on growth to be insignificant or negative
(Salahuddin & Alam, 2015; Ishida, 2015; Niebel, 2018). Fernandez-Portillo et al. examined the
relationship between ICT development and economic growth for OECD European Union
countries, and it was found that ICT use drives economic growth (Fernandez-Portillo (et al.),
2020). Appiah-Otoo and Song also observed that the impacts of ICT on rich and poor countries
are not uniform (Appiah-Otoo & Song, 2021). According to Pradhan et al.’s analysis of the
short- and long-term relationships between financial inclusion, economic growth, and ICT
infrastructure development in 20 Indian states, it is suggested that these factors are critical for
sustainable economic development (Pradhan et al., 2021). Some studies have examined the
impact of ICT on economic growth, but these studies have not reached any positive or negative
conclusions. According to some studies the relationship between ICT and economic growth do
not necessarily casually relate each other (Shiu & Lam, 2008; Pradhan et al., 2016a, b). To
summarize, the extant literature does not demonstrate a consensus on the relationship between

ICT and economic growth. The underlying causes of these variations are attributable to a range
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of theoretical and methodological approaches, the period of study, and geographical regions.
Studies have generally investigated the impact of ICT on economic growth. However, there has
been a lack of analysis that simultaneously addresses the link between ICT diffusion and

economic growth (Saba et al. 2024, pp. 14706-14709).

The purpose of this study is to illuminate the global repercussions of the progression of
digital infrastructures with regard to economic growth and security. In this study, the IDI is
employed as an indicator of cybersecurity. This Index considers both cybersecurity measures
and developments in information and communication technologies together. Moreover, an
investigation is conducted into the impact of economic growth performance on IDI, utilizing

econometric analysis methodologies.

METHOD

Desing of the research

The study used nested panel data analysis method to examine the relationship between
economic growth and the ICT of Development Index (IDI), which is a cybersecurity indicator
for the 171 countries in the IDI. Eleven nations excluded from the sample due to insufficient
dataset. The panel data model employed in analysis was chosen according to LR test results
which determines the presence of unit effects. Due to structural changes made in the IDI, which
have prevented data collection since 2017, the data could not have been collected till 2023. This
is the reason why data period covers the years 2023-2024. A three-dimensional two-way panel
data model estimated under the assumptions of fixed effect and random effects respectively.
Hausman test is used for model selection criteria. Furthermore, due to the existence of unit

effects two-dimensional panel data model is estimated.

Data collection tools

This study covers 171 countries included in the IDI (ICT Development Index) between
the years 2023-2024. The reason for focusing on these years is that the IDI published by ITU
between 2009 and 2017 underwent significant changes starting from 2017, and due to these
changes, data limitations caused the index calculation to be carried out for all countries only as

of 2023.
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Table 1. Data set

Variables Dimensions Representation Source
IDI Country wi ITU reports
GDP per capita Level of economic development Yi Word bank
Time At

The dataset used in this study is shown in Table 1. The variables of GDP per capita and
ITU reports is obtained from World Bank and ITU database respectively. The unit dimension
of the data is based on the countries’ level of economic development included in IDI, while the

time dimension is represented by the years.

Bhutan, Liberia, Liechtenstein, Monaco, Palestine, San Marino, Sierra Leone, Syrian
Arab Republic, Tonga, Venezuela and Yemen are among the countries in the IDI which were
not included in the sample because of insufficient data. By integrating all nations in the IDI, -
this study offers a more comprehensive perspective than previous research in the existing
literature, which typically focuses on certain country groups based on region, income level, etc.

and other features.

Data analysis

Multidimensional panel data analysis method, where unobserved effects are nested
within the variables, is employed to make the predictions. The countries and country groups
classified according to their level of economic development represent the unit dimension and
the years represent the time dimension. Thus, in additions to country effects, the general pattern
of the groups formed according to economic development levels can be observed. Yerdelen
Tatoglu (2016) derived fixed and random effect estimators for nested multidimensional panel
data models by using all specifications for unnested multidimensional panel data models
suggested by various researchers. Equation (1) displays the three dimensional and three effect

panel data model specification.
Yi]'t =a+ BXi]-t + Lll + y] + At + ui]-t i:1, ..... ,N,j=],...M, t:1,....T (1)

Where i represents the unit effect of country, j represents the unit effect of countries s’
economic development level, t represents the unit effect of time, uj;; represents the error term.
Under the assumption of fixed-effects, there are two different approaches one is within-group
estimator and another is least square dummy variable estimator (LSDV). The LSDV estimator
results are biased and cannot reveal the information about nested units within one another due
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to multicollinearity. The fixed-effects within-group estimator has been utilized in this study.

The within-group transformation for equation (1) is shown in equation (2).
(Yie =Y =Y = Y +27) = B(Xije — X, = X = X + 2K) + (uye — @ — @ — @ — 2%) (2)
Where Xjj; represents the i" country in j™ economic development level in time t.

X represents the overall average, X, represents the average according to unit i, )?] represents the

average according to unit j, X, represents the average according to unit t. The dependent variable

and error term were also calculated in the same way.

All effects and fixed parameter are dropped from the model because of transformation.
The fixed-effect within-group estimator for three three-dimensional panel data model is

obtained by estimating equation (2) with pooled ordinary least squares (OLS).

Generalized OLS and maximum likelihood approaches can be used for the estimation of
the random effects model. The maximum likelihood estimator has been used under the
assumption of the presence of the random effects in this study. All variables are included in the
model in logarithmic form where i and j represents unit dimension of country and the economic

development level of that country respectively, and t represents the time dimension.

The IDI data included as dependent variable in the model is obtained from ITU Report
(ITU 2023; ITU 2024) and GDP per capita included as the independent variable in the model
is obtained from World Bank data source. The dimension of the economic development level
is consisting of four groups as, high-income group, upper- middle-income group, lower-
middle-income group, and low-income groups. The presence of unit effect is investigated

through the LR test.

Table 2. LR test results

Null hypothesis LR statistics p value

Ho: = pi=yj=m=0 460.96 0.00
Ha: pi=0 333.69 0.00
Ha: vj=0 141.93 0.00
Ha: M=0 0.17 0.3381

Based on the LR test which examines the joint significance of each unit effect, the
findings shown in Table 2 indicates that the null hypothesis was rejected. Under the alternative

hypothesis which suggests at least one unit effect is significant, each effect was examined
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independently to determine which one is significant. Test results indicate that while the unit
effects representing country and the economic development level are significant, the time effect

1S not.

Given this information, the time impact was eliminated from the model shown in equation

(3) to obtain three-dimensional two-unit effect model used in this study in equation (4).
LIDIj, = @ + BLGDPy; + i +yj + At + ugje (3)
LIDLj; = a + BLGDPyj; + i +¥j + ujje (4)
i=1,...,N,j=1,.M, t=1,...T

In this case, a represents the model fixed term,  represents the independent variable of
per capita income coefficient, ujc represents the error term, pi, yj and At represents country,
economic development level and time unit effects respectively. Equation (5) and (6) indicate

the within-group transformation for the model in equation (4):

—

LIDI,;; = LIDI;, — LIDI, — LIDI, + LIDI (5)

——

LGDP,, = LGDP,, — LGDP, — LGDP, + LGDP (6)

The within-group estimators of the fixed effects model are provided by the estimators that
are generated by estimating the model using the pooled OLS method by using the additional
variables that are derived from these transformations. Where X represents the overall average,

)?] represents the average according to unit j, X, represents the average according to unit t and

yt represent the within-group estimators. The representation for the dependent variable is

similar with independent variable which is shown in equation (6).

FINDINGS
After determining the panel data model to be used in the analysis, fixed and random

effects model estimations were made.

Table 3. Fixed-effect and random-effect estimator results

. . . Random effect maximum p
Name of Test Fixed effect- within group estimator p value likelihood estimator value
LGDP 0.2097 0.000 0.1361 0.000
Wald statistic 122.47 0.000
F statistic 1615.62 0.000
1712
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Table 3 displays the results of fixed and random effects models. It is evident from analysis
that GDP per capita has positive and statistically significant impact on IDI according to both
fixed effect within-group estimator and random effect maximum likelihood estimator. The
overall significance of the models have been tested by using Wald test and F test. Both the Wald
test for the random effects model and the F-test for the fixed effects model have shown the
model’s overall significance. According to the results an increase in per capita GDP leads an
increase in IDI referring that economic development has statistically significant and positive

impact on IDI.

Table 4. Test of homoscedasticity, parameter heterogeneity and model selection

Name of test Test Statistics p value
Hausman test 218.85 0.000
Breush-Pagan/Cook-Weisberg test 265.28 0.000
S test (Swamy 1970) 1892.62 0.000

Table 4 displays the presence of heteroscedasticity, the results of parameter heterogeneity
test and model selection criteria. The presence of heteroscedasticity was tested by using
Breusch-Pagan/Cook-Weisberg (1980-1983) test. Swamy’s (1970) S test was used to test for
parameter heterogeneity by income groups. The test results supported the alternative
hypothesis, showing that the parameters are not homogeneous. Hausman test employed for
model selection. Based on the Hausman test statistics the alternative hypothesis which asserts
that the fixed effects model is consistent and random effect model is inconsistent was accepted.
According to fixed effects estimator results a 1% increase in per capita income is approximately

associated with a 0.21% increase in IDI for the 160 countries included in the analysis.

The findings of the LR test show the influence of both country and economic development
level of countries. Beside that S test (Swamy, 1970) results supports parameter heterogeneity.
Based on this heterogeneity, estimations were made using a two-dimensional panel data model

divided by economic development level.

Table 5. Two-dimensional panel fixed effect and random effect estimation results according to economic
development level

Variables Fixe:d effect Randf)m effect Hausn.lal.l test F t.est.
estimator estimator statistics sstatistics
High-Income LGDP 0.0667*** 0.0635%%** 013 15.04%%
group Constant 3.8139%** 3.8446%** ) )
Upper- Middle LGDP 0.2755* 0.1694%** 0.47 30 ] %%
Income group Constant 1.9046 2.8472%** ) )
1713
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. Fixed effect Random effect Hausman test F test
Variables . . . . A
estimator estimator statistics sstatistics
Lower-Middle LGDP 0.4667** 0.3768*** 018 29 7
Income group Constant 0.5106 1.2018*** ) )
Low- Income LGDP 3.6662%** 0.4637%** 11.67%%* 15.0] %%
group Constant -20.050 0.4783 ) )

Note: The models shown in dark color are the ones recommended according to the Hausman test statistics. ***,
** and * represent statistical significance at the 1%, 5%, and 10% levels, respectively. The presence of unit effects
was tested using the F-test.

Table 5 presents the random effects and fixed effects estimators for the groups based on
economic development levels. All parameters are statistically significant in each model. The
Hausman test statistic were used to choose the models for each group. While the random effects
estimator is effective for low-income countries, the fixed effects estimations are consistent for
lower- middle income, upper-middle income and high-income groups. For high-income
countries, a 1% increase in per capita income results in a 0.06% increase in the ICT
Development Index, while for countries with a low level of economic development, a 1%
increase in per capita income causes a 0.46% increase in the ICT Development Index. For
countries in the upper-middle income group, a 1% increase in per capita income leads to a
0.27% increase in the ICT Development Index, while for countries in the lower-middle income
group, it leads a 0.46% increase in the ICT Development Index. Therefore, it can be said that
larger increases are observed for countries in the low and lower-middle-income groups

compared to those in the upper-middle and high-income groups.

DISCUSSION AND CONCLUSION

This study has provided a significant analysis by evaluating the impact of economic
growth on digital infrastructure development and its reflection on cyber security capacities
through the IDI. The multidimensional model encompassing 171 countries, founded upon panel
data analysis, has demonstrated that economic growth exerts a statistically significant and
positive influence on IDI. This result demonstrates that technological progress can serve as an
endogenous source of economic growth, as predicted by the Endogenous Growth Theory.
Furthermore, it has been observed that this phenomenon can indirectly impact security capacity

through the process of digitalization.

The findings demonstrate that the effect of economic growth on IDI is more pronounced,
particularly in low and lower-middle income countries. This situation demonstrates that the
marginal returns on investments in information technologies are higher in these countries, and
that digitalization and security capacity are undergoing a faster transformation. This
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phenomenon aligns with the principles of Convergence Theory. It is evident that developing
countries have the potential to bridge the digital divide with those already developed by means
of technology transfer, infrastructure investments and institutional capacity building. However,
it is evident that an increase in IDI levels does not necessarily guarantee an enhancement in the
realm of cybersecurity. As posited by various scholars in the relevant literature, the
development of digital infrastructure has been demonstrated to result in the creation of more
complex and wide-ranging attack surfaces. In contrast, Salahuddin and Alam (2015) posit the
view that the impact of ICT investments on economic growth in high-income countries may be
constrained. However, the findings of this study demonstrate that, at this stage of digitalization,

the direction of investment should be directed more towards security and institutional quality.

When evaluated in the context of Institutional Theory, in order for the increase in IDI
caused by economic growth to have a permanent cybersecurity effect, this growth must be
supported by institutional capacity. As demonstrated by researchers Pradhan et al. (2022) and
Singh and Alshammari (2020), the efficacy of digital security policies is contingent on the
enhancement of institutional capacity and the effective implementation of the legal framework.
The resources provided by growth should be directed not only to infrastructure, but also to areas
such as legal regulations, human resources and institutional capacity. Whilst researchers such
as Dewan and Kraemer (2020), Ahmed and Ridzuan (2013), and Saidi et al. (2015) have
indicated that investments in ICT have a positive effect on economic growth, Salahuddin and
Alam (2015) and Niebel (2018) have argued that this effect may be statistically weak or
insignificant in some cases. Moreover, the contribution of the study to the extant literature is
twofold. Firstly, it demonstrates the use of IDI as an indicator of digitalization. Secondly, it
reveals that this index is a structural indicator that can reflect cybersecurity capacity. In this
respect, IDI can be regarded as a two-way indicator, in the sense that it reflects both
technological development and increasing cyber risks. The evaluation of IDI, which is
predominantly incorporated within growth-focused analyses in the extant literature, is offered
from a security perspective in this study, thereby providing a novel perspective on conventional
approaches. When evaluated within the framework of Endogenous Growth Theory, these
results gain greater significance. While this theory posits that technological advances are an
intrinsic source of economic growth, the findings of the study also demonstrate that economic

growth exerts an indirect influence on cybersecurity levels, particularly through investments in

1715
©IJOESS



Atif/ Cited in: Kolat, S. D., & Unver, G. N. (2025). The impact of economic growth on cybersecurity: Evidence
from ICT development index. The International Journal of Eurasia Social Sciences, 16 (61), 1705- 1720.

information and communication infrastructure. However, it is important to note that
advancements in digital technology can also increase the risk of cyber threats. Indeed, as has
been emphasized in the extant literature, countries with advanced IDI levels are also exposed
to a higher risk of cyber-attack. In this context, it is evident that regulations and preventive
strategies for cybersecurity should be developed in a synchronized manner with the

augmentation of digital capacity.

Consequently, economic growth has been identified as a catalyst for digitalization.
However, a multifaceted approach is imperative to ensure the seamless execution of this
transformation, with due consideration for security concerns. The findings of this study indicate
that policy makers should consider integrating macroeconomic development strategies with
cybersecurity policies. This is particularly pertinent in the context of developing countries,
where the enhancement of regulatory frameworks, the cultivation of human resources, and the
dissemination of cyber risk awareness are of paramount importance. These measures are
essential to ensure that the digitalization engendered by economic growth does not
concomitantly engender an escalation in security vulnerabilities. Conversely, the pursuit of

growth-based digitalization may exacerbate economic vulnerabilities over time.

Suggestions

In order to address the impact of economic growth on cybersecurity more
comprehensively, it’s vital for the data of all nations included in the IDI to be available. This
will enable observation of the changes in terms of different economic level. In this context, it
is recommended to provide a data on country-by-country basis and to analyze longer time

series.

The most important restriction of the study is that the analysis cannot be encompass all
171 nations listed in the IDI owing to data insufficiency. The ability to gather data on a country-
by-country basis will allow for more comprehensive analyses to be carried out with the

infrastructure investments that will occur in the upcoming years.

In summary, this study contributes to the existing literature by examining the relationship
between economic growth and cybersecurity for all countries included in the IDI, differentiating
itself from research that focus on specific country groups or regions. Thus, it paves the way to

considering of larger samples and different econometric methods for future research.
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Limitations and strengths

The study is not without its limitations. A primary constraint arises from data availability:
although the ICT Development Index (IDI) encompasses 171 countries, eleven nations were
excluded from the sample owing to insufficient datasets. Moreover, the period of analysis was
confined to 2023-2024 due to structural revisions in the IDI after 2017, which prevented the
construction of longer time series. This temporal restriction narrows the capacity to observe
cyclical dynamics and long-run causalities between economic growth and cybersecurity
capacities. In addition, the study is based exclusively on secondary data obtained from ITU and
World Bank sources. While these sources are globally recognized, the potential for reporting
inconsistencies or measurement discrepancies cannot be fully discounted. Taken together, these
factors necessitate cautious interpretation of the results, particularly when extrapolating them

beyond the short time horizon or across diverse geopolitical contexts.

Nevertheless, the study demonstrates significant strengths that reinforce the robustness of
its findings. Methodologically, the use of a multidimensional nested panel data analysis
provides a distinct advantage over conventional approaches, as it allows for the simultaneous
assessment of both country-specific and income-level effects. This multilevel perspective
enables a more nuanced understanding of how economic development interacts with digital
infrastructure and cybersecurity. Another notable strength lies in the breadth of the dataset: by
including nearly the full spectrum of countries across income groups, the study offers a more
comprehensive comparative analysis than prior research, which frequently focused on selected
regions or specific income categories. Furthermore, the employment of rigorous statistical
procedures—such as LR tests, Hausman tests, and heteroscedasticity diagnostics—bolsters the
reliability and validity of the empirical results. Finally, by conceptualizing the IDI not only as
a measure of digital infrastructure but also as a structural indicator of cybersecurity capacity,
the study introduces a novel theoretical contribution, thereby bridging economic growth

literature with the emerging discourse on digital security.
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