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ABSTRACT

This empirical study examined the impact of fear of cybercrime on Internet users’ online shopping
safeguarding behaviors, online security measures, password management strategies and online
privacy calculus. Exploring the predictors of fear of cybercrime was another goal of this study. To
these ends, nationally representative data set of Crime Survey for England and Wales 2014/2015
was analyzed. Bivariate analyses results suggested the absence of gender differences in fear of
cybercrime. This finding contradicts the existing fear of crime studies arguing that females are more
fearful. Age and social status (education and income) emerged as significant correlates of fear of
cybercrime. Internet users with higher income and higher education level reported significantly
higher degrees of fear of cybercrime. Additionally, older Internet users emerged to be more fearful
of cybercrime, when compared to middle-aged and younger Internet users. Multivariate analysis
demonstrated that Internet users continued online shopping and employed approach-avoidance
strategies despite high levels of fear cybercrime. This result contradicts approach-avoidance
paradigm, which posits fear of crime fosters avoidant behavior. Young Internet users emerged to be
more cautious about online shopping. This finding is also another novel contribution of this study
since the existing research depicts young users as compulsive buyers. Additionally, fear of
cybercrime predicted limiting online self-disclosure. Internet users with higher degrees of fear of
cybercrime refrained from disclosing their personal information online. Finally, fear of cybercrime
promoted the application of online safeguarding measures.
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INTRODUCTION

Recent research illustrates that cybercrime is the fastest growing crime in the world (CNBC, 2017) and poses a
significant threat for both individuals and online traders (Anderson, Barton, Bélme, Clayton, Ganan, Grasso, Levi,
Moore & Vasek, 2019). According to the report released by RisklQ, cybercrime costs $2,9 million in every minute
to the global economy in 2018 (RisklQ, 2019). Another research conducted by Accenture and Ponemon Institute
predicts that the average cost of the cybercrime to organizations is approximately $13 million (Accenture, 2019).
The use of cyberspace for terrorist purposes is another factor that contributes the fear of cybercrime (Basaranel,
2017). This image of cybercrime boosts the public concern and anxiety; thereby exacerbate the fear of
cybercrime, which is defined as “an evaluation of personal danger and an estimate of the cost of mitigating the
damaging consequences if one becomes a victim of cybercriminals” (Bernik, Dobovsek & Markelj, 2013). Besides
the figures presented in empirical research, the media representation of cybercrime cases also heightens the
fear of cybercrime (Riek, Bohme & Moore, 2014; Wall, 2015). Spectacular events such as the dramatic stories of
customers who did not receive a refund for the financial loss (Clough, 2011; van der Meulen, 2013) or the
extreme cases that ended up with significant data breaches exacerbate the fear of cybercrime. This empirical
study examined how fear of cybercrime impact Internet users’ online shopping behaviours, online security
measures, password management strategies and online privacy calculus. Exploring the predictors of fear of

cybercrime was another goal of this study.

Research indicates that this distorted picture of cybercrime presented by media has an impact on Internet users’
online behaviors and security measures. Studies conducted by Béhme and Moore (2012) found that being
exposed to news related to cybercrime cases decreased the online banking intentions of Internet users. Likewise,
Putnik and Boskovic (2015) illustrated that the media has a more significant impact than educational programs
on students’ risk perception of cybercrime. Additionally, the lack of expertise in media also impacts the image of
economic cybercrime. In this context, it is considered that the cyber security measures to be taken will positively
affect the corporate reputation value, which helps organizations establish superiority over their competitors
within the sector in which they are located (Giilerytiz & Dalkilic, 2019). Hernandez-Castro and Boiten (2014) who
studied media coverage of cybercrime cases in the UK maintain that the national level newspapers like The

Guardian or The Times misinterpreted the figures shown in their previous survey about cybercrime.

Furthermore, Wall (2010) notes science fiction movies and novels as one of the sources shaping the public image
of cybercrime. He argues that film like Italian Job, Die Hard, or Matrix has created a distorted picture of
cybercrime and lead to a false perception of “omnipotent super hackers” (Wall, 2011: 13). A recent empirical
study lends support to Wall’s this proposition. Bidgoli, Knijnenburg and Grossklags (2016) researching
undergraduate students’ perceptions about cybercrime found that six out of ten interviewees reported films, TV

shows and online news as the source of their knowledge about the cybercrime.
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Predictors of Fear of Cybercrime

Previous fear of traditional cybercrime studies and fear of cybercrime studies were mostly interested in
discerning the determinants of the fear of crime. Gender, age, education and income were demographic
characteristics that were primarily associated with fear of crime (Warr, 2000; May, Rader & Goodrum, 2010;
Gutt & Randa, 2016). Females were consistently reported as being more fearful in fear of traditional crime
studies (Fisher & Sloan, 2003; van Eijk, 2017). However, fear of cybercrime studies suggested that whereas
females were more afraid of online interpersonal crimes (Pereira & Matos, 2016; Virtanen, 2017), there was no
gender difference in fear of malware infection or online identity theft (Roberts, Indermaur & Spiranovic, 2013;
Yu, 2014). Lack of information related to the gender of targets may be an explanation for the inconsistency

between fear of traditional crime studies and fear of cyber-dependent crime research.

The prior traditional fear of crime studies suggested that elderly individuals were more fearful (Moore &
Shepherd, 2006; Boateng, 2016). Fear of cybercrime research, however, yielded inconsistent results. Whereas
Virtanen (2017) reported younger age as a predictor of fear of cybercrime, Lee, Choi, Choi and Englander (2019)
found that older Internet users were more fearful of cybercrime. On the other hand, some other studies indicated

the absence of age difference in fear of cybercrime (Henson, Reyns & Fisher, 2013; Roberts et al., 2013).

Cybercrime studies examining the relationship between social status, namely education level and income, and
fear of cybercrime indicated that those with lower social status were more fearful of cybercrime (Roberts et al.,
2013; Virtanen, 2017; Brands & van Wilsem, 2019). Nonetheless, Maddison and Jeske (2014) who juxtaposed
predictors of fear of traditional crimes and fear of cybercrime found no association between education and fear

of cybercrime.
The Impact of Fear of Cybercrime on Behavioral Adaptations, Security Intentions and Privacy Calculus

Privacy calculus is persons’ self-assessment related to the rewards and adverse consequences of sharing personal
information (Culnan & Armstrong, 1999). Anticipated rewards and privacy concerns are two focal constructs of
this approach (Dienlin & Metzger, 2016). Privacy calculus perspective proposes that the trade-off between
perceived benefits and perceived risks of sharing personal information determines individuals’ self-disclosure
(Krasnova, Veltri & Gulnther, 2012). Research about self-disclosure on SNS has illustrated that perceived risks
(Salleh, Hussein, Mohamed, Karim, Ahlan & Aditiawarman, 2012; Salleh, Hussein, Mohamed & Aditiawarman,
2013) and perceived benefits (Youn, 2005; Howe, Ray, Roberts, Urbanska & Byrne, 2012) of posting personal
information affected personal information disclosure decisions. How fear of cybercrime impacts users’ privacy

calculus has not been addressed. This study addresses this gap in the literature.

It is suggested that fear of crime may have adverse impacts on individuals’ social life and psychological well-being
(Skogan, 1986). Fear of crime literature mainly focused on discerning the determinants of fear of crime and fear

of cybercrime, hence the adverse impacts of fear of crime is understudied. Empirical research on online shopping
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behavior demonstrated that Internet users with high fear of crime and perceived risk of victimization were less
likely to purchase online (Forsythe, Liu, Shannon & Gardner, 2006; Chang & Wu, 2012; Dai, Forsythe & Kwon,
2014). Previous adverse online experiences were also found to impact Internet users’ security intentions such as
using computer security software (Claar & Johnson, 2012), security precautions (Thompson & Gibbs, 2016; Tsai,
Jiang, Alhabash, LaRose, Rifon & Cotten, 2016) and password guideline compliance (Mwagwabi, McGill & Dixon,
2014).

Recently, Brands and van Wilsem (2019) researched the association between fear of financial crime and
protective behavior. Their results indicated that females and older people were more fearful of online financial
crimes. However, individuals with higher education reported lower levels of fear of financial crime. Their results
also suggested that Internet users with an intense fear of financial crime were less likely to use online banking

and purchase online.

Research conducted by Jansen and van Schaik (2018) examined the impact of malware and phishing attempts on
Internet users’ coping responses. Their findings suggested that phishing and malware victims had undergone
some behavioral changes such as installing anti-virus, checking online banking accounts more frequently or
becoming more careful about phishing emails. However, the generalizability of the results was the main pitfall
of this research as they utilized 30 semi-structured interviews conducted in the Netherlands. This present

empirical study extends this research by using a nationally representative sample of England and Wales.

Password fatigue refers to the repeated use of the same password for several online accounts (Corre, Barais,
Sunyé, Frey & Crom, 2017). Password fatigue is the outcome of being overwhelmed with numerous online
accounts including financial ones such as e-wallets. For example, Das, Bonneau, Caesar, Borisov and Wang (2014)
found that approximately 50% of users apply the same password for different online accounts. Previous
cybercrime victimization studies indicated that while using the same password enhances the risk of victimization
(Button, Nicholls, Kerr & Owen, 2014), complying with password and security guidelines provide a capable
guardianship against hacking attempts (Mwagwabi et al., 2014). However, the impact of fear of cybercrime on

password management strategies has not been addressed yet. This study fills this gap in the literature.
Theoretical Foundations

This study applies Approach and Avoidance Coping Paradigm (Lazarus & Folkman, 1984; Roth & Cohen, 1986)
while researching the impact of fear of cybercrime on Internet users’ online behaviors and security intentions.
Coping is defined as “constantly changing cognitive and behavioral efforts to manage specific external and/or
internal demands that are appraised as taxing or exceeding the resources of the person” (Lazarus & Folkman,
1984: 612) Approach and Avoidance Coping Paradigm posits that individuals apply problem-oriented (approach)
or emotion-oriented (avoidance) coping strategies to overcome the adverse emotional impacts of fear arousing
situations (Roth & Cohen, 1986; Lazarus, 2006). While problem-oriented coping strategies are active strategies

entailing confronting the problem and seeking solutions to the issues, emotion-oriented coping strategies are
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passive actions such as ignoring the threat or avoiding thinking about the problem (Arachchilage & Love, 2014).
This present study utilized coping paradigm to understand Internet users’ coping responses to fear of cybercrime.
The behavioral impacts of fear of cybercrime were measured with four online activities related to online
shopping. Whereas avoiding purchasing items on the Internet was the proxy measure for emotion-oriented
(avoidance) coping strategies, purchasing items only from secure websites, checking security signs and only using
well-known or trusted sites were the proxy measures for problem-oriented (approach) coping strategies.
Personal information disclosure was also operationalized as approach coping strategies. Additionally, online
security measures applied to secure computers and online accounts were operationalized as approach coping

strategies.
Present Study

Build on previous research, this theoretically informed empirical research explored the predictors of fear of
cybercrime and specifically, examined the impact of fear of cybercrime on individuals’ online shopping behavior,

privacy calculus, password management and computer security measures.
Hypotheses:

Five hypotheses were framed based on the results of the previous online and offline fear of crime studies.
Previous consumer behavior research (Bbhme & Moore, 2012; Riek et al., 2014; Riek, Bohme & Moore, 2016)
and fear of cybercrime/identity theft studies (Hille, Walsh & Cleveland, 2015; Jordan, Leskovar & Maric, 2018;
Brands & van Wilsem, 2019) suggested that fear of crime/perceived risk of victimization is positively associated
with online shopping behavior, shopping intention and online safeguarding measures. Hence, this study

hypothesized that:

H1: Fear of cybercrime is positively related to avoidant shopping behavior and shopping safeguarding measures.
H2: Fear of cybercrime is positively associated with Internet users’ computer security measures.

H3: Fear of cybercrime is positively associated with Internet users’ password management strategies.

It is argued that privacy concerns decreased the amount and type of information shared online (Krasnova et al.,
2012; Dienlin & Metzger, 2016; Trepte, Reinecke, Ellison, Quiring, Yao & Ziegele, 2017). Thus, it was hypothesized
that:

H4: Fear cybercrime is positively associated with Internet users’ privacy concerns.

The prior research illustrated the association between demographic characteristics of home users and fear of
cybercrime (Maddison & Jeske, 2014; Virtanen, 2017; Lee et al., 2019). Based on the results of these studies, it

was hypothesized that:
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H5: Demographic characteristics (age, gender, education and income level) are statistically significantly

associated with fear of cybercrime.
METHOD

The first part of the analysis aimed to examine the relationship between Internet users’ demographic
characteristics and fear of cybercrime. To that end, contingency tables and Chi-square tests were utilized to test
the fifth hypothesis (H5). Pearson’s Chi-square test was reported since it is the more appropriate test to assess
the relationship between two categorical variables (Blaikie, 2003; Malhotra & Birks, 2012). Pearson’s Chi-square
is a test of independence run to assess whether the difference between observed and expected values is
statistically meaningful (Russo, 2004). This test was used to examine the presence of the associations between
Internet users’ demographic characteristics and fear of cybercrime. SPSS Quantitative Analysis software were
used to form Contingency tables and the statistical tests (Chi-square). The default significance level of 0.05
(a=0.05) was set as the threshold for testing the hypothesis through chi-square test since this significance level

is more suitable for testing hypotheses (Churchill & Doerge, 1994; Payton, Greenstone & Schenker, 2003).

The second part of the analysis strived to address the research question and test the hypotheses (H1, H2, H3,
H4) through binary logistic regression analyses. The default significance level of 0.05 (a=0.05) was left as the
threshold to test the hypotheses. Binary logistic regression analysis is a more sophisticated statistical tool to
examine the impact of each independent variables on the dependent variables while holding all other
independent variables constant (Field, 2009; Denis, 2015). Providing more interpretable results is one of the
advantages of using binary logistic regression while exploring the impact of independent variables on the
dependent variable (Engel & Keen, 1994; Pituch & Stevens, 2016). Binary logistic regression analysis yields odds
ratios (Exp (B)), which enable researchers to interpret the effect of one unit change in independent variable on
the dependent variable (Verma, 2012). Binary logistic regression is one of the most widely applied statistical test
in criminological research since most of the key concepts are dichotomous in nature (i.e. victim vs. non victim or
fearful vs. non-fearful) (Britt & Weisburd, 2010; Speelman, 2014). Cybercrime research is no exception to the
common application of binary logistic regression analysis. For example, binary logistic regression analysis was
applied to research various subjects including cyber victimization (Marcum, Higgins, Ricketts & Wolfe, 2014;
Reyns, 2015; Reyns, Fisher, Bossler & Holt, 2019), correlates of DRDos attacks (Hyslip & Holt, 2019), the causes
of digital piracy (Holt & Morris, 2009) and cyberbullying (Navarro & Jasinski, 2013).

ANALYSIS

The data set of Crime Survey for England and Wales 2014/2015 (CSEW) (Office for National Statistics, 2016) was
utilized to address the research question: “How fear of cybercrime affects Internet users’ behavioral and security
adaptations?” The CSEW, which was the British Crime Survey (BCS) formerly, is a victimization survey measuring

the extent of crime in England and Wales. The survey has been conducted annually since 2001. This face-to-face-
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survey asks questions related to attendees’ crime experiences occurred in the last 12 months as well as their

attitudes, perceptions about crime trends.

CSEW utilizes the multistage cluster sampling procedure while recruiting the respondents. Postcode address file
(PAF) of individuals residing in England and Wales was used to sample the population (Maxfield and Babbie,
2015). Minimum 650 respondents were recruited for each police force area. CSEW 2014/2015 invited 50,000
adults who live in England and Wales, and 35,000 adults participated in the survey (Office for National Statistics,
2016b). Questionnaire format includes follow-up modules and self-completion modules, which ask questions of
sub-samples as well as all participants, which means that all items were not asked of all participants. For instance,
whereas mass marketing fraud questions were asked to all participants, online security questions were asked to
25% random sample of respondents and plastic card fraud questions were asked to 75% random sample of

attendees (CSEW Technical Report, 2015).
Dependent Variables

This study examined the impact of fear of identity theft and fear of cybercrime on Internet users’ online shopping
behavior, personal information disclosure, password management and computer security measures. CSEW
2014/2015 asked respondents “Have you typically done any of the things listed on this card to keep yourself safe
online in the past 12 months” in Keeping Safe Online Module and “ Do you typically do any of the things on this
card to avoid someone obtaining your bank, building or credit card account details?” in Financial Loss and Fraud
Module to measure respondents’ online safeguarding measures. All variables were dichotomized (0 = No, Yes =

1).

Shopping Behavior: Four online behaviors were utilized as proxy measures for online shopping behavior.
Whereas avoiding purchasing items on the Internet were used to measure avoidance-coping strategies, only
purchasing items from secure websites, checking for signs that a site is secure before buying online, only using

well-known or trusted websites were utilized as the proxy measures for approach coping strategies.

Personal Information Disclosure: Privacy calculus perspective proposes that the trade-off between perceived
benefits and perceived risks of sharing personal information determines individuals’ self-disclosure (Krasnova et
al., 2012). Internet users who perceived the benefit of sharing personal information may be less concerned about
safeguarding measures to secure personal information. Two online behaviors, ‘adding only known persons as a
friend on social networks’ and ‘being careful about putting personal details on social networking sites’ were

utilized as proxy measures of sharing personal information online.

Computer Security Measures: Four online security behaviors ‘deleting suspicious emails without opening them’,
‘downloading only known files or programs’, ‘adjusting website account settings’ and ‘scanning computer
regularly for viruses or other malicious software’ were utilized to measure Internet users’ online safeguarding

measures.
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Password Management: Two variables ‘using complex passwords’ and ‘using a different password for each

different online account’ were utilized as proxy measures of password management.
Independent Variables

Fear of cybercrime: Fear of cybercrime is defined as “ an evaluation of personal danger and an estimate of the
cost of mitigating the damaging consequences if one becomes a victim of cybercriminals” (Bernik et al., 2013, p.
9). The main goal of this study was to discern the impact of fear of cybercrime and identity theft on individuals’
security intentions. CSEW 2014/2015 asked respondents ‘How worried are you about being a victim of online
crime’ to measure the extent of the fear of cybercrime on a four-point scale ranging from very worried to not at
all worried. In order to assess the impact of the presence and absence of fear of cybercrime, this variable was
recoded into a different variable to obtain a dichotomous variable. Whereas very worried and worried were

coded as worried, not very worried and not at all worried as not worried.

Demographic Characteristics: Previous fear of traditional crime and fear of cybercrime studies suggested that
demographic characteristics were associated with fear of crime. Based on previous research, gender, age,
education level and annual household income were included in analyses as independent variables. Respondents’
ages were categorized into three categories: (1) under 30 years, (2) between 30-59 years and (3) over 60 years.
Respondents’ education levels were grouped into three categories: (1) A-levels or above, (2) Below A-level and
(3) No qualifications. Annual household income was categorized into seven groups: (1) Under £10,000 (2)
£10,000-£19,999 (3) £20,000-£29,999 (4) £30,000-£39,999 (5) £40,000-£49,999 (6) £50,000-£69,999 (7) Over
£70,000.

Table 1. Operationalization of Measures (Dependent Variables)

Variables Range

Dependent Variables
Online Shopping Behavior

Avoiding purchasing items on the Internet (1=yes) 0-1

Only purchasing items from secure websites (1=yes) 0-1

Checking for signs that a site is secure before buying online (1=yes) 0-1

Only using well-known or trusted websites (1=yes) 0-1
Personal Information Disclosure

Adding only known persons as a friend on social networks (1=yes) 0-1

Being careful about putting personal details on social networking sites (1=yes) 0-1
Computer Security Measures

Deleting suspicious emails without opening them (1=yes) 0-1

Downloading only known files or programs (1=yes) 0-1

Adjusting website account settings (1=yes) 0-1

Scanning computer regularly for viruses or other malicious software (1=yes) 0-1
Password Management

Using complex passwords (1=yes) 0-1

Using a different password for each different online account (1=yes) 0-1
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Table 2. Operationalization of Measures (Independent Variables)

Variables Range
Independent Variables

Fear of cybercrime (1=yes) 0-1
Age

Under 30 years (1=yes) 1-3

30-59 years (2=yes) 1-3

Over 60 years (3=yes) 1-3
Gender

Male (1=yes) 0-1
Education

No qualifications (1=yes) 1-3

Below A-level (2=yes) 1-3

A-levels or above (3=yes) 1-3
Income

Under £10,000 (1=yes) 1-7

£10,000-£19,999 (2=yes) 1-7

£20,000-£29,999 (3=yes) 1-7

£30,000-£39,999 (4=yes) 1-7

£40,000-£49,999 (5=yes) 1-7

£50,000-£69,999 (6=yes) 1-7

Over £70,000 (7=yes) 1-7

FINDINGS (RESULTS)

Bivariate Analysis

Bivariate analysis results examining the relationships between demographic characteristics and fear of
cybercrime are displayed in Table 3. Contingency tables, illustrating the frequency of distributions of the
variables, and chi-square test results measuring the statistical significance of the relationship are reported.
Analysis results indicated the presence of statistically meaningful relationships between age, education level,
income and fear of cybercrime. Regarding age, older users reported significantly higher fear of cybercrime when
compared to young and middle-aged users. While approximately 46% of older participants reported worry, just
nearly 30% of young users acknowledged fear of cybercrime (x>=85,349, p <0.001). Bivariate analysis results also
suggested that Internet users who were more educated were more fearful of becoming a victim of cybercrime.
Distributions of the frequency the education level across fear of cybercrime displayed a tendency for a positive
relationship (44,8%, 43,3% and 36,2% respectively and x?=15,997, p <0.01). Likewise, those with higher income
acknowledged intense fear of cybercrime (x?=19,964, p <0.01). Additionally, results indicated the absence of a
statistically significant relationship between gender and fear of cybercrime. Whereas 44% of males reported fear
of cybercrime, 43% of females acknowledged worry (x?=0,075, p <0.05). This finding is of significant importance
since previous fear of traditional crime and fear of cybercrime studies suggested gender differences in fear of

cybercrime.
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Overall, due to lack of gender differences in fear of cybercrime, bivariate analyses results yielded a partial support
to the fifth hypothesis that presumes an association between demographic characteristics and fear of

cybercrime. The next section presents the multivariate analysis results.

Table 3. Bivariate Analysis Results

Fear of Cybercrime
Variables Contingency Table
Worried Chi-square Test
No Yes
Age
16-29 70,20% 29,80%
30-59 53,60% 46,40% 85,349***
60+ 54,40% 45,60%
Gender
Male 56,40% 43,60% 0,075
Female 56,70% 43,30%
Education
A level or above 55,20% 44,80%
Below A-level 56,70% 43,30% 15,997**
No qualifications 63,80% 36,20%
Income
Under £10,000 63,10% 36,90%
£10,000-£19,999 58,50% 41,50%
£20,000-£29,999 56,90% 43,10%
£30,000-£39,999 55,40% 44,60% 19,964**
£40,000-£49,999 55,50% 44,50%
£50,000-£69,999 52,80% 47,20%
Over £70,000 49,30% 50,70%
Total 56,50% 43,50%

*=p <0.05, **=p <0.01, ***=p <0.001

Multivariate Analyses

A series of binary logistic regression analyses were conducted to examine the impact of the fear of cybercrime
on individuals’ online shopping behavior, personal information disclosure, computer security measures and
password management. Demographic characteristics, age, gender, education and income, were included in

regression models as control variables.

Online Shopping Behavior

The impact of fear of cybercrime on four types of online behaviors was examined through binary logistic
regression models. It was hypothesized that fear of cybercrime would be positively associated to avoidant
shopping behavior and shopping safeguarding measures (H1). Analysis results supported this proposition. As can
be seen from Table 4, fear of cybercrime intensified three shopping security intentions (purchasing items only
from secure websites, checking the signs that indicated a website is secure and only purchase from well-known

or trusted websites). Fear of cybercrime increased the likelihood of purchasing items only from secure websites
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by 48%, checking security signs before buying online by 30% and using well-known or trusted sites by 25% (Exp.

(B) =1,478; 1,310 and 1,247 respectively).

Regarding avoidance behavior, fear of cybercrime did not deter Internet users from shopping online. Participants
who were fearful of cybercrime were 15% less likely to avoid online shopping (Exp. (B) =0,849). Younger users
appeared to be less likely to avoid online shopping when compared to other age categories. While middle-aged
Internet users were 52%, elderly participants were 153% more likely to avoid online shopping when compared
to young users (Exp. (B) =1,525 and 2,533 respectively). Social status also predicted avoidance behavior. Users
who were more educated (A level or above) and those with higher income (who earned more than £30,000)
emerged to be less avoidant. Additionally, young Internet users were more likely to purchase from secure
websites and well-known or trusted websites when compared to middle-aged and older users (Exp. (B) =0,997

and 0,979, respectively).

Table 4. The Impact of Fear of Cybercrime on Online Shopping Safeguarding Behavior

Avoiding Purchasing Checking for Only using
purchasing items only signs that a site well-known
items on the from secure is secure before or trusted
Internet websites buying online sites
Variables in the Equation Exp(B) Exp(B) Exp(B) Exp(B)
Fear 0,849* 1,478*** 1,310*** 1,247***
Gender
Male 0,982 1,057 1,04 0,967
Age
30-59 1,525%** 0,997 1,414%** 0,979
60+ 2,533%** 0,746** 1,379%** 1,055
Education
Below A-level 0,823 1,799*** 1,920*** 1,813***
A level or above 0,635*** 2,671%** 3,075%** 2,640%**
Income
£10,000-£19,999 1,201 1,304** 0,430%** 0,562***
£20,000-£29,999 0,769 1,869*** 0,524*** 0,649%**
£30,000-£39,999 0,706** 1,785%** 0,649%** 0,821
£40,000-£49,999 0,338*** 2,046*** 0,718** 0,771**
£50,000-£69,999 0,389*** 2,159%** 0,825 0,84
Over £70,000 0,396%** 2,019%** 0,941 0,933
Constant 0,099%*** 0,873*** 0,415%** 0,902

*=p <0.05, **=p <0.01, ***=p <0.001

Computer Security Intentions

It was hypothesized that fear of cybercrime is positively associated with Internet users’ computer security
measures (H2). Binary logistic regression analysis results illustrated that fear of cybercrime intensified the
intention to use computer security measures (deleting suspicious emails without opening them, only
downloaded known files or programs, adjusting website account settings and scanning computer regularly for

viruses or other malicious software) (Table 5). Fear of cybercrime emerged to foster scanning computers
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regularly by 45% and deleting suspicious email by %50 (Exp. (B) =1,454 and 1,505 respectively). If we are to
juxtapose age categories, while young Internet users were more likely to adjust website settings (Exp. (B) =0,731;
0,381), middle-aged and older users were more inclined to delete suspicious emails (Exp. (B) =1,284; 1,227). This
result could be attributed to the Internet skills of the different generations. Adjusting website privacy settings
requires a degree of the Internet knowledge. Hence, youngsters who are more expert on these issues emerged
to implement these safeguarding measures more than older users. On the other hand, deleting suspicious emails
without opening them is a preventive measure against phishing through unsolicited emails. It seems that middle-
aged and older Internet users deleted suspicious emails to evade the risk. However, ignoring suspicious emails
may also an efficient way of reducing the risks. Most probably, younger Internet users preferred ignoring
unsolicited emails rather than deleting it. Lastly, socio-economic status predicted all security measures.
Individual with higher social status (income and education level) were more likely to employ online safeguarding
measures. For example, users whose education level were A-level or above were 3.6 times more likely to delete
suspicious emails and 3.1 times more likely to only download known files when compared to those who did not

have any qualification.

Table 5. The Impact of Fear of Cybercrime on Computer Security Measures

Adjusted Scanned
Deleted Only website computer
suspicious downloaded account regularly for

emails without known files or settings (e.g. viruses or other
opening them programs privacy malicious
settings) software
Variables in the Equation Exp(B) Exp(B) Exp(B) Exp(B)
Fear 1,505%*** 1,358*** 1,223** 1,454***
Gender
Male 0,906 1,018 0,996 1,008
Age
30-59 1,284** 1,047 0,731%** 0,896
60+ 1,227* 0,926 0,381*** 1,006
Education
Below A-level 1,856%** 1,620*** 1,700%** 1,503%**
A level or above 3,676%** 3,148%** 3,441 %** 2,277%**
Income
£10,000-£19,999 1,256** 1,263* 0,984 0,600***
£20,000-£29,999 2,082%** 1,639%*** 1,19 0,551%**
£30,000-£39,999 2,265%** 1,766*** 1,18 0,697**
£40,000-£49,999 2,667%** 1,925%*** 1,293* 0,81
£50,000-£69,999 3,219%** 2,076*** 1,342% 0,952
Over £70,000 4,321%** 3,079%** 1,745%** 0,845
Constant 1,406**** 0,856 0,513*** 0,617***

*=p <0.05, **=p <0.01, ***=p <0.001

Password Management and Personal Information Disclosure

The third hypothesis proposed that fear of cybercrime is positively associated with Internet users’ password

management strategies. Analysis results that are displayed in Table 6 handed a support to this proposition.

617



IJOESS (issn: 2146-1961) JUNE 2020

Analysis suggested that one unit increase in individuals’ fear of cybercrime level, boosted complex password
usage by 37% and different password usage by 38% (Exp. (B) =1,371 and 1,376 respectively) (Table 5). Users who
reported a degree of fear of cybercrime were approximately 37% more likely to use complex passwords and
different passwords for each online account (Exp. (B) =1,371 and 1,376, respectively). Age predicted using
complex passwords. Young users were more likely to use complex passwords when compared to middle-aged
and older users (Exp. (B) =0,709; 0,471). The finding appears to be the outcome of risk awareness. It is probable
that younger Internet users who are more aware and knowledgeable about online threat used complex
passwords for their accounts. Ultimately, regarding the effect of education on password management, education

level is positively associated with the likelihood of applying password management strategies.

Table 6. The Impact of Fear of Cybercrime on Personal Information Disclosure and Password Management

Personal Information Disclosure Password Management
Adding only Been careful about Used Used a different
known persons putting personal password for
as a friend on details on social complex each different
. . . passwords .
social networks networking sites online account
Exp(B) Exp(B) Exp(B) Exp(B)

Variables in the Equation

Fear 1,181%** 1,223%%* 1,371%%* 1,376***
Gender

Male 1,037 1,078 0,994 1,096
Age

30-59 0,736%** 0,777** 0,709*** 1,11

60+ 0,347*** 0,398*** 0,471%** 0,96
Education

Below A-level 1,218* 1,286%** 1,637%** 1,457%**

A level or above 1,919%*** 1,923%** 3,303*** 2,058%**
Income

£10,000-£19,999 1,024 1,091 1,197 0,979

£20,000-£29,999 1,193 1,234* 1,608*** 1,041

£30,000-£39,999 1,215 1,411%** 1,777*** 1,044

£40,000-£49,999 1,314** 1,223 2,332%** 1,097

£50,000-£69,999 1,300* 1,31* 2,312%** 1,143

Over £70,000 1,376** 1,396** 3,131%** 1,177
Constant 1,370** 1,824* 2,195%** 0,553***

*=p <0.05, **=p <0.01, ***=p <0.001

Furthermore, it was hypothesized that fear cybercrime is positively associated with Internet users’ privacy
concerns (H4). As can be seen from the Table 6, multivariate analysis supported this proposition. Analysis results
illustrated that fear of cybercrime enhanced awareness regarding personal information disclosure through social
media. Those who were more fearful were 22% more likely to be careful about sharing personal information over
social networks and 18% more likely to add only known persons to social networks (Exp. (B) =1,223 and 1,181
respectively). Young Internet users emerged to be more conscious about personal information disclosure when
compared to middle-aged and elderly users. For example, middle-aged users were 27% less likely to add known
persons on social networks and 23% less likely to be careful about putting personal details on social networks

when compared to young users.
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CONCLUSION and DISCUSSION

This empirical study examined the impact of fear of cybercrime on Internet users’ online shopping safeguarding
behaviors (approach and avoidant), personal information disclosure and security intentions. Predictors of fear of
cybercrime were also explored. To these ends, the nationally representative dataset of Crime Survey for England
and Wales 2014/2015 was utilized. Demographic characteristics, age, gender, education and annual household

income were also included in analyses.

This study has yielded novel findings which shed light into our understanding of the predictors of fear of
cybercrime and the impact of fear of cybercrime on coping responses. Previous research suggested a positive
relationship between fear of cybercrime, avoidant behavior and shopping intention (Hille et al., 2015; Riek et al.,
2016; Brands & van Wilsem, 2019) (H1). However, the results of this study indicate that Internet users continued
shopping despite being fearful of cybercrime. Illustrating ages differences in approach/avoidant shopping
behavior was another novel contribution of this study. Young Internet users were more likely to employ approach
shopping strategies (purchasing from secure websites and only using well-known or trusted sites) and less likely
to avoid online purchasing. These results contradict the extant research depicting young users as impulsive

shoppers (Lin, Chen & journal, 2012; Wu & Lee, 2016; Kumar, Garg, Kumar & Chhikara, 2020).

The results about the impact of fear of cybercrime on personal information disclosure illustrated that Internet
users with a higher level of worries were more likely to refrain from revealing personal information. This result
backs privacy calculus perspective proposing that when concerns related to sharing personal information exceed
the perceived rewards of disclosing personal information, individuals tend to control the quantity and type of
shared knowledge (Kuo, Tseng, Tseng & Lin, 2013; Trepte et al., 2017; Gruzd, Hernandez-Garcia & Networking,
2018).

Additionally, another significant contribution of this study was demonstrating that younger Internet users were
more likely to control their exposure through social media, which is in line with (Blank, Bolsover & Dubois, 2014)
but contradicts (Lutz & Strathoff, 2014; Xie & Kang, 2015). This result may be attributed to the Internet skills of
young users. It is possible that young users who are more knowledgeable about the privacy settings of social

media implemented privacy controls.

The prior research suggested that individuals with lower social status (lower education and income) reported
higher degrees of fear of cybercrime/identity theft (Roberts et al., 2013; Virtanen, 2017; Brands & van Wilsem,
2019). However, this study illustrated a positive trend between education, income and fear of cybercrime.
Internet users who were more educated and had more annual income reported higher levels of fear of
cybercrime when compared to those who were less educated and earned less. Additionally, prior studies
depicted females as being more fearful of crime (Pereira, Spitzberg & Matos, 2016; van Eijk, 2017). Nonetheless,
the results of this study yielded no gender differences in fear of cybercrime, thus handing support to research

examining determinants of fear of malware infection and identity theft (Roberts et al., 2013; Yu, 2014). Perceived
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susceptibility to online threats may be a possible explanation for this result. Females are more subject to online
interpersonal threats such as online harassment (Kimble, 2016; Backe, Lilleston & McCleary-Sills, 2018). This is
because of the opportunity of obtaining information about individuals’ over SNS. While online harassers could
harvest demographic information about their potential targets, online perpetrators aimed to obtain financial
gain have limited information related to gender of potential targets. Thus, they would not conduct gender-based

online attacks. This fact seems to be reflected in individuals’ perceptions related to fear of cybercrime.

Analysis results demonstrated that fear of cybercrime did not foster avoidant shopping behavior. Internet users
with fear of cybercrime adopted safeguarding practices such as purchasing goods from secure online websites.
Trust to online merchants emerged as the primary driver of approach coping responses to fear of cybercrime.
This result indicates that online vendors need to establish trust and a sense of secure purchasing to boost their
online sales. Analysis results also suggested that young Internet users were less likely to avoid online shopping
and more likely to employ active coping strategies to continue online purchasing. This result may be the outcome
of Internet self-efficacy referring to Internet users’ knowledge pertaining to online threats. Educational programs

about actively coping with online threats may be directed to middle-aged and elderly Internet users.

The analysis revealed that fear of cybercrime leads Internet users to adopt password management strategies.
Internet users with fear of cybercrime tend to use more complex passwords and separate passwords for different
online accounts. Middle-aged and elderly Internet users were less likely to employ password management
strategies, which may increase the risk of cybercrime victimization. Internet security companies and websites
offer new methods such as two-step verification for password authentication. Internet users having problems
with memorizing complex passwords should be encouraged to use such secondary password authentication

methods.

The approach-avoidance coping paradigm posits that individuals implement safeguarding measures to actively
confront the fear-provoking situation or internalize the problem and ignore the threat (Lazarus & Folkman, 1984).
Analysis results demonstrated that fear of cybercrime predicted approach coping strategies. However, users who
reported fear of cybercrime did not employ avoidant shopping behavior. This result suggests that fear may not
be the only driver for the implementation of approach/avoidance behavior. It seems that the perceived rewards
of shopping online such as ease of shopping or buying goods for lower prices outweighs the risk of experiencing
cybercrime victimization. Future fear of cybercrime studies may examine the mediating role of perceived

benefits/rewards while examining coping responses to fear of cybercrime.
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SIBER SUGC KORKUSUNUN iNTERNET KULLANICILARININ DAVRANISSAL ADAPTASYONLARI,
KiSISEL VERILERIN PAYLASIMI KARARLARI VE GUVENLIK TEDBIRLERINi UYGULAMA
NIYETLERi UZERINDEKI ETKILERININ OLCULMESI

0z

Bu ampirik calisma, siber sug¢ korkusunun internet kullanicilarinin gevrimici alisveris
davraniglarini, gevrimigi glivenlik dnlemlerini, sifre yonetimi stratejilerini ve gevrimigi kisisel veri
paylasimi kararlarini nasil etkiledigini incelemektedir. Siber sug¢ korkusunun 6ngoricilerini
arastirmak bu galismanin bir diger hedefidir. Bu amagla, ingiltere ve Galler 2014/2015 Sug
Arastirmasi'nin veri setini analiz edilmistir. Bu c¢alisma, korkuya neden olan olaylara maruz
kaldiklarinda bireylerin davranigsal adaptasyonlarini agiklayan yaklasim-kaginma paradigmasini
teorik ve kavramsal bir gerceve olarak kullanmistir. iki degiskenli analiz sonuglari, siber sug
korkusunda cinsiyet farklliklarinin olmadigini géstermektedir. Bu bulgu, kadinlarin daha korkulu
oldugunu savunan sug korkusu galismalarinin mevcut sonuglariyla celismektedir. Yas ve sosyal
statl (egitim ve gelir) ile siber sug korkusu arasinda istatistiksel olarak anlamli bir iliski bulundugu
ortaya ¢tkmistir. Yiksek gelir ve yiiksek egitim seviyesine sahip internet kullanicilarinin, 6nemli
derecede yiiksek siber su¢ korkusuna sahip olduklari tespit edilmistir. Ayrica, yash internet
kullanicilarinin, orta yasli ve daha geng internet kullanicilarina kiyasla siber sucglardan daha ¢ok
korktuklari gériilmistiir. Cok degiskenli analiz, internet kullanicilarinin yiiksek siber sug korkusu
diizeylerine ragmen cevrimici alisverise devam ettiklerini ve yaklasim-kaginma stratejilerini
kullandiklarini géstermistir. Bu sonug, sug¢ korkusunun kaginma davranisini tesvik ettigini ileri
siiren yaklasma-kaginma paradigmasi ile celismektedir. Arastirma sonuglar geng internet
kullanicilari gevrimigi alisveris konusunda daha temkinli davrandiklarini géstermektedir. Bu bulgu
¢alismanin alana bir baska yeni ve 6nemli bir katkisidir, ¢iinkli mevcut arastirma geng kullanicilar
icgdusel alici olarak tasvir etmektedir. Ayrica, arastirma sonuglari siber sug korkusunun gevrimigi
kisisel verileri paylasma davranisini sinirladigini gostermektedir. Analiz sonuglarina gére siber sug
korkusu daha yiiksek olan internet kullanicilari kisisel verilerini cevrimici paylagsmaktan
kaginmaktadir. Son olarak, siber su¢ korkusu ¢evrimici koruma énlemlerinin uygulanmasini tesvik
ettigi tespit edilmistir.

Anahtar Kelimeler: Siber suclar, siber su¢ korkusu, davranissal adaptasyon, basa ¢ikma, glivenlik.
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Son arastirmalar, siber sugun diinyadaki en hizli blylyen sug¢ oldugunu (CNBC, 2017) ve hem bireyler hem de
cevrimici yatinmcilar icin 6nemli bir tehdit olusturdugunu gostermektedir (Anderson, Barton, Bolme, Clayton,
Ganan, Grasso, Levi, Moore ve Vasek, 2019). RisklQ tarafindan yayinlanan rapora gore, siber suglarin 2018 yilinda
kiresel ekonomiye her dakika 2,9 milyon S maliyeti vardir (RisklQ, 2019). Accenture ve Ponemon Institute
tarafindan yapilan bir baska arastirma ise, siber suglarin kuruluslara ortalama maliyetinin yaklasik 13 milyon dolar
oldugunu tahmin etmektedir (Accenture, 2019). Siber uzay terorist maksatlarla kullanimi siber sug¢ korkusunu
arttiran baska bir etken olarak karsimiza ¢ikmaktadir (Basaranel, 2017). Siber suglarin bu olumsuz imaji
kamuoyunun endisesini ve kaygisini artirmaktadir. Bu durum “kisisel tehdit degerlendirmesi ve siber suglularin
magduru olunmasi durumunda ugranilacak hasari en az indirgemenin degerlendirme” olarak tanimlanan siber
suc¢ korkusunu siddetlendirmektedir (Bernik, Dobovsek ve Markelj, 2013). Ampirik arastirmalarda sunulan
rakamlarin yani sira, siber sug vakalarinin medyada temsil edilmesi sekli de siber su¢ korkusunu artirmaktadir
(Riek, Bbhme ve Moore, 2014; Wall, 2015). Finansal kayip icin geri 6deme alamayan misterilerin dramatik
hikayeleri (Clough, 2011; van der Meulen, 2013) veya 6nemli veri ihlalleri ile sonuglanan ug 6rnekler gibi dikkat
cekici olaylar siber su¢ korkusunu siddetlendirmektedir. Bu ampirik calisma, siber su¢ korkusunun internet
kullanicilarinin gevrimici alisveris yapma aliskanliklari, gevrimici glvenlik 6nlemlerini, sifre yonetimi stratejileri ve
cevrimici gizlilik hesabini nasil etkiledigini incelemektedir. Siber sug¢ korkusunun belirleyici unsurlarinin

incelenmesi, bu ¢alismanin bir diger hedefidir.

Arastirmalar, medya tarafindan sunulan siber suglarin olumsuz imajinin internet kullanicilarinin gevrimici
davranislari ve glvenlik 6nlemleri Gzerinde etkili oldugunu goéstermektedir. Bohme ve Moore (2012) tarafindan
yapilan arastirmalar, siber su¢ vakalariyla ilgili haberlere maruz kalmanin internet kullanicilarinin gevrimigi
bankacilik hizmetlerini kullanma niyetlerini azalttigini bulmustur. Benzer sekilde Putnik ve Boskovi¢ (2015)
medyanin, 6grencilerin siber suc risk algisi izerinde egitim programlarindan daha 6nemli bir etkiye sahip
oldugunu gostermistir. Ayrica, medyada uzmanlik eksikligi de ekonomik siber sug imajini etkilemektedir. Bu
kapsamda alinacak siber gilivenlik 6nlemlerinin, organizasyonlarin yer aldigi sektoér igerisinde rakiplerine karsi
Ustlinlak kurmalarina yardimci olan ve 6nemli bir giic unsuru konumunda olan kurumsal itibar degerini de olumlu
yonde etkileyecegi degerlendirilmektedir (Giileryliiz ve Dalkilic, 2019). ingiltere'deki siber sug¢ davalarinin
medyada yer almasini inceleyen Hernandez-Castro ve Boiten (2014), Guardian veya The Times gibi ulusal
dizeydeki gazetelerin siber suglarla ilgili daha once yayinladiklari anketlerinde yer alan rakamlari yanhs

yorumladiklarini savunmaktadir.

Ayrica, Wall (2010) bilim kurgu filmleri ve romanlarini siber suglarin kamusal imajini sekillendiren kaynaklardan
biri olarak belirtmektedir. Wall italyan isi, Die Hard veya Matrix gibi filmlerin carpik bir siber sug¢ resmi
olusturdugunu ve yanhs bir “her seye glici yeten siper hackerlar” algisina yol actigini 6ne stirmektedir (Wall,

2011, 5.13). Bilimsel arastirma sonuglari Wall’in bu dnermesini dogrular niteliktedir. Ornegin, lisans dgrencilerinin
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siber suglarla ilgili algilarini arastiran Bidgoli, Knijnenburg ve Grossklags (2016), gorustikleri her on kisiden

altisinin siber suglarla ilgili bilgilerinin kaynagi olarak film, TV sovu ve g¢evrimici haberler oldugunu bulmustur.

Siber Sug Korkusunun Ongoriiciileri

Gegmis geleneksel sug korkusu ve siber sug korkusu arastirmalari ¢cogunlukla sug korkusunun belirleyicilerini
ortaya koymayi amaglamaktaydi. Cinsiyet, yas, egitim ve gelir dncelikle sug¢ korkusuyla iliskilendirilen demografik
ozelliklerdir (Warr, 2000; May, Rader ve Goodrum, 2010; Gutt ve Randa, 2016). Geleneksel sug arastirmalari,
kadinlarin sirekli olarak siber suglardan daha fazla korktuklarini bildirilmistir (Fisher ve Sloan, 2003; van Eijk,
2017). Ancak, siber sug korkusu arastirmalari, kadinlarin gevrimigi kisilerarasi suglardan daha fazla korkarken
(Pereira ve Matos, 2016; Virtanen, 2017), koti amagh yaziim enfeksiyonu veya cevrimici kimlik hirsizhg
korkusunda cinsiyet farki olmadigini ortaya koymustur (Roberts, Indermaur ve Spiranovic, 2013; Yu, 2014).
Hedeflerin cinsiyeti ile ilgili bilgi eksikligi, geleneksel su¢ korkusu arastirmalari ile siber kaynakli sug¢ korkusu

arastirma sonuglari arasindaki tutarsizhigin bir agiklamasi olabilir.

Onceki geleneksel sug korkusu arastirmalari yash bireylerin daha korkulu olduklarini ortaya koymustur (Moore
ve Shepherd, 2006; Boateng, 2016). Bununla birlikte, siber su¢ korkusu arastirmalari tutarsiz sonuglar ortaya
koymustur. Virtanen (2017) geng yasin siber sug korkusunun bir belirleyicisi oldugunu bildirirken, Lee, Choi, Choi,
ve Englander (2019) yasli internet kullanicilarinin siber suglardan daha korktugunu kesfetmistir. Ote yandan, diger
bazi calismalar siber sug korkusunda yas farkinin olmadigini goéstermistir (Henson, Reyns ve Fisher, 2013; Roberts

vd., 2013).

Sosyal stati (egitim diizeyi ve gelir) ve siber su¢ korkusu arasindaki iliskiyi inceleyen ¢alismalar, daha diisik sosyal
statliye sahip olanlarin siber sugtan daha ¢ok korktuklarini géstermistir (Roberts vd., 2013; Virtanen, 2017; Brands
ve van Wilsem, 2019). Ancak, geleneksel sug korkusu ve siber su¢ korkusu belirleyicilerini karsilastiran Maddison

ve Jeske (2014), egitim ve siber sug korkusu arasinda anlaml bir iliski bulamamustir.

Siber Su¢ Korkusunun Davranigsal Adaptasyonlara, Giivenlik Niyetlerine ve Kisisel Veri Paylasimi Kararlarina
Etkisi

Kisisel veri paylasimi karari, bireylerin kisisel verilerini paylasmanin édulleri ve olumsuz sonuglari ile ilgili olan 6z
degerlendirmeleridir (Culnan ve Armstrong, 1999). Beklenen &dller ve gizlilik endiseleri bu yaklasimin iki odak
noktasidir (Dienlin ve Metzger, 2016). Kisisel veri paylasimi karari perspektifi, algilanan éddller ve algilanan kisisel
verileri paylagma riskleri arasindaki karsilastirmanin, bireylerin kisisel verilerini paylagma kararlarini belirledigini
ileri stiriImektedir (Krasnova, Veltri & Giinther, 2012). Sosyal ag siteleri (SAS) tizerinden kisisel verilerini paylasma
davranisi hakkinda yapilan arastirmalar, kisisel verileri paylasma hakkindaki algilanan riskler (Salleh, Hussein,
Mohamed, Karim, Ahlan ve Aditiawarman, 2012; Salleh, Hussein, Mohamed ve Aditiawarman, 2013) ve beklenen
faydanin (Youn, 2005; Howe, Ray, Roberts, Urbanska ve Byrne, 2012) kisisel verilerin paylasimi kararini
etkiledigini gdstermistir. Siber sug¢ korkusunun internet kullanicilarinin kisisel veri paylasimi kararini nasil

etkiledigi siber suclar literatiiriinde heniiz arastiriilmamistir. Bu ¢alisma literattirdeki bu boslugu ele almaktadir.
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Sug¢ korkusunun bireyin sosyal hayati ve psikolojisi (izerinde olumsuz etkileri olabilecegi ileri strilmektedir
(Skogan, 1986). Suc korkusu literattirti temel olarak sug korkusu ve siber sug korkusunun belirleyicilerini bulmaya
odaklanmistir, bu nedenle sug korkusunun olumsuz etkileri yeterince incelenmistir. Cevrimici alisveris davranisi
lizerine yapilan ampirik arastirmalar, yiiksek sug korkusu ve algilanan magduriyet riski yiiksek olan internet
kullanicilarinin gevrimigi alisveris yapma olasiliginin daha diisiik oldugunu géstermistir (Forsythe, Liu, Shannon ve
Gardner, 2006; Chang ve Wu, 2012; Dai, Forsythe ve Kwon, 2014). Gegmis olumsuz ¢evrimic¢i deneyimlerin,
internet kullanicilarinin bilgisayar giivenlik yazilimi kullanma (Claar ve Johnson, 2012), giivenlik &nlemlerini
uygulama (Thompson ve Gibbs, 2016; Tsai, Jiang, Alhabash, LaRose, Rifon ve Cotten, 2016) ve sifre olusturma
yonergelerine uyma (Mwagwabi, 2014) gibi glivenlik tedbirlerini uygulama davranislari Gzerinde etkili oldugunu

bulunmustur.

Brand ve van Wilsem (2019) finansal sug korkusu ile koruyucu davranis arasindaki iliskiyi yakin zamanda
arastirmistir. Bulduklari sonuglar, kadinlarin ve yaslilarin g¢evrimici mali suglardan daha cok korktuklarini
gostermektedir. Bununla birlikte, yiksek Ogrenimi olan bireylerde daha distiik finansal su¢ korkusu
bildirmislerdir. Sonuglar ayrica, yogun bir finansal su¢ korkusu olan internet kullanicilarinin ¢evrimici bankacilik

kullanma ve gevrimigi satin alma olasiliklarinin daha diisiik oldugunu ortaya koydu.

Jansen ve van Schaik (2018) tarafindan yapilan arastirma, kétii amagli yazihm ve kimlik avi girisimlerinin internet
kullanicilarinin basa ¢ikma tepkileri Gzerindeki etkisini incelemistir. Bulgulari, kimlik avi ve kot amacl yazilim
kurbanlarinin viristen koruma programi yikleme, ¢evrimigi bankacilik hesaplarini daha sik kontrol etme veya
kimlik avi e-postalari konusunda daha dikkatli olma gibi bazi davranissal degisiklikler gecirdigini ortaya
koymaktadir. Ancak, sonugclarin genellestirilebilir olmamasi bu arastirmanin ana sorunudur, ¢linkii arastirmacilar
bu ¢alismada Hollanda'da yapilan 30 yari yapilandiriimig gériismeyi kullanmislardir. Bu mevcut ampirik ¢alisma,

ingiltere ve Galler'in ulusal temsili bir 8rnegini kullanarak anilan arastirmayi genisletmektedir.

Sifre yorgunlugu, birden fazla ¢evrimici hesap icin ayni sifrenin tekrar tekrar kullanilmasi anlamina gelir (Corre,
Barais, Sunyé, Frey ve Crom, 2017). Parola yorgunlugu, e-ctizdanlar gibi finansal hesaplar da dahil olmak tzere
cok sayida gevrimici hesaba sahip olmanin bir sonucudur. Ornegin, Das, Bonneau, Caesar, Borisov ve Wang (2014)
kullanicilarin yaklasik yarisina yakininin farkli gevrimici hesaplar icin ayni sifreyi uyguladigini bulmustur. Onceki
siber su¢ magduriyet calismalari, ayni sifreyi farkl hesaplarda kullanmanin magduriyet riskini arttirdigini (Button,
Nicholls, Kerr ve Owen, 2014), sifre ve giivenlik yonergelerine uymanin bilgisayar korsanligi girisimlerine karsi
etkin korunma sagladigini goéstermistir (Mwagwabi vd., 2014). Ancak, siber su¢ korkusunun sifre yonetimi

stratejileri Gzerindeki etkisi hen(liz ele alinmamistir. Bu ¢alisma literatiirdeki bu boslugu doldurmaktadir.

Teorik Altyapi

Bu calisma, siber sug korkusunun internet kullanicilarinin ¢evrimici davranislari ve giivenlik niyetleri Gizerindeki
etkisini arastirirken Yaklasim ve Kaginma vasitasiyla Basa Cikma Paradigmasini (Lazarus ve Folkman, 1984; Roth

ve Cohen, 1986) uygulamaktadir. Basa ¢ikma, “kisinin 6z kaynaklarini asan i¢ ve/veya talepleri yonetmek igin
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surekli degisen bilissel ve davranissal cabalar” olarak tanimlanmaktadir (Lazarus ve Folkman, 1984: 612). Yaklagim
ve Kaginma vasitasiyla Basa Cikma Paradigmasi, bireylerin korku uyandiran durumlarin olumsuz duygusal
etkilerinin Gstesinden gelmek icin problem odakli (yiizlesme) veya duygu odakli (kaginma) basa ¢ikma stratejileri
uyguladigini ortaya koymaktadir (Roth ve Cohen, 1986; Lazarus, 2006). Sorun odakl basa g¢ikma stratejileri,
sorunla ylzlesmeyi ve sorunlara ¢ézim aramayi igeren aktif stratejilerken, duygu odakh basa ¢ikma stratejileri,
tehdidi gormezden gelmek veya sorun hakkinda dislinmekten kaginmak gibi pasif eylemlerdir (Arachchilage ve
Love, 2014). Bu calismada internet kullanicilarinin siber sug¢ korkusuna karsi basa ¢ikma tepkilerini anlamak igin
baga ¢ikma paradigmasi kullanilmistir. Siber su¢ korkusunun davranig Gzerine etkileri, gevrimigi aligveris ile iliskili
dért cevrimigi faaliyet ile 6l¢lilmistir. internette Griin satin almaktan kaginmak, duygu odakli (kacinma) basa
¢ikma stratejilerinin dolayli 6lcim degiskenleri olarak belirlenmisken, yalnizca giivenli web sitelerinden Griin satin
almak, glvenlik isaretlerini kontrol etmek ve sadece iyi bilinen ya da guvenilir siteleri kullanmak, problem odakh
(yuzlesme) basa ¢ikma stratejileri icin dolayh 6lgim degiskenleri olarak belirlenmistir. Kisisel verilen paylasimi da
yaklasimla basa ¢ikma stratejilerinin dolayli degiskeni olmustur. Ayrica, glivenli bilgisayarlara ve c¢evrimigi
hesaplara uygulanan gevrimigi guivenlik 6nlemleri, yaklasimla basa ¢ikma stratejileri igin dolayli degisken

secilmistir.

Mevcut Calisma

Onceki bilimsel arastirma sonuglari ve teorik bilgiler 1siginda sekillenen bu ampirik arastirma, siber sug
korkusunun belirleyicilerini arastirmaktadir. Calisma 6zellikle siber sug korkusunun bireylerin ¢evrimigi aligveris
davranisi, kisisel veri paylasimi karari, sifre yonetimi ve bilgisayar glvenligi 6onlemleri Gzerindeki etkisini

incelemektedir.
Varsayimlar

Onceki gevrimigi ve gevrimdisi sug arastirmalari korkusunun sonuglarina dayanarak bes hipotez 6ne siiriilmiistiir.
Onceki tiiketici davranisi arastirmalari(B&hme ve Moore, 2012; Riek vd., 2014; Riek, Bohme ve Moore, 2016) ve
siber sug/kimlik hirsizhgr korkusu calismalari (Hille, Walsh ve Cleveland, 2015; Jordan, Leskovar ve Mari¢, 2018;
Brands ve van Wilsem, 2019) korkusu/algilanan magduriyet riskinin cevrimici aligveris davranisi, alisveris niyeti
ve cevrimici koruma onlemleri ile olumlu bir sekilde iliskili oldugunu ileri sirmustiir. Bu nedenle, bu g¢alisma

sunlari varsayimlari yapmaktadir:

H1: Siber sug korkusu, aligveristen kaginma davranisi ve glivenli alisveris yapma davranigi arasinda pozitif bir iligki

vardir.

H2: Siber sug korkusu ve internet kullanicilarinin bilgisayar giivenlik énlemlerini uygulama niyetleri arasinda

pozitif bir iliski vardir.

H3: Siber sug korkusu ve internet kullanicilarinin sifre ydnetimi stratejileri arasinda pozitif bir iliski vardir.
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Gizlilik endiselerinin ¢cevrimici olarak paylasilan bilgi miktarini ve tiirlinl azalttigi iddia edilmektedir (Krasnova vd.,

2012; Dienlin ve Metzger, 2016; Trepte vd., 2017). Bu arastirma sonuglarina dayanarak, su varsayim yapimistir:
H4: Siber sug korkusu ve gizlilik endiseleri arasinda pozitif bir iliski vardir.

Onceki arastirmalar, internet kullanicilarinin demografik 6zellikleri ile siber suc korkusu arasindaki iliskiyi

gostermistir (Maddison ve Jeske, 2014; Virtanen, 2017; Lee vd., 2019). Dolayisiyla su varsayim yapilmisti:

H5: Demografik zellikler (yas, cinsiyet, egitim ve gelir dlizeyi) ve siber sug korkusu arasinda anlamh bir iliski

vardir.
YONTEM

Analizin ilk bdlimi, internet kullanicilarinin demografik ozellikleri ile siber sug korkusu arasindaki iliskiyi
incelemeyi amacglamaktadir. Bu amacla durumsallik tablolari ve Ki-kare testleri besinci hipotezi test etmek
maksadiyla kullanilmistir (H5). iki kategorik degisken arasindaki iliskiyi degerlendirmek igin daha uygun bir test
oldugu icin Pearson’un Ki-kare testi rapor edilmistir (Blaikie, 2003; Malhotra ve Birks, 2012). Pearson’un Ki-kare
testi, gozlemlenen ve beklenen degerler arasindaki farkin istatistiksel olarak anlamli olup olmadigini
degerlendirmek igin yapilan bir bagimsizlik testidir (Russo, 2004). Bu test, internet kullanicilarinin demografik
ozellikleri ile siber sug korkusu arasindaki iliskilerin varligini incelemek igin kullaniimigtir. SPSS Nicel Analiz yazilimi
durumsallik tablolar (Contingency tables) ve istatistiksel testler (Ki-kare) olusturmak icin kullaniimistir. Ki-kare
testi ile hipotezi test etmek icin varsayilan anlamlilik dizeyi 0,05 (o = 0,05 olarak ayarlanmistir, ¢linki bu
anlamlilik seviyesi hipotezleri test etmek igin daha uygundur (Churchill ve Doerge, 1994; Payton, Greenstone ve
Schenker, 2003).

Analizin ikinci kismi arastirma sorusunu ele almaya ve hipotezleri (H1, H2, H3, H4) ikili lojistik regresyon
analizleriyle test etmeye ¢alismistir. Varsayilan anlamlilik seviyesi 0.05 (a = 0.05) hipotezleri test etmek igin esik
olarak belirlendi. ikili lojistik regresyon analizi, diger tiim bagimsiz degiskenleri sabit tutarken bagimsiz
degiskenlerin bagimh degiskenler tzerindeki etkisini incelemek icin kullanilan daha karmasik bir istatistiksel
aractir (Field, 2009; Denis, 2015). Daha yorumlanabilir sonuglar vermesi, bagimsiz degiskenlerin bagimli degisken
Uzerindeki etkisini arastirirken ikili lojistik regresyon kullanmanin avantajlarindan birisidir (Engel & Keen, 1994;
Pituch ve Stevens, 2016). ikili lojistik regresyon analizi, bagimsiz degiskende meydana gelen bir birim degisikligin
bagimli degisken lzerindeki etkisinin ne oldugunu yorumlamamiza olanak veren olasilik oranlari (Exp (B)) verir
(Verma, 2012). ikili lojistik regresyon, kriminoloji arastirmalarinda en yaygin olarak uygulanan istatistiksel
testlerden biridir, ¢linkii bu alandaki anahtar kavramlarin ¢cogu dogada ikili yapidadir (6rn. Magduriyete karsilik
magdur olmama, su¢ korkusunun varligina karsilik su¢ korkusunun yoklugu) (Britt ve Weisburd, 2010; Speelman,
2014. Siber sug arastirmalari ikili lojistik regresyon analizinin bu yaygin kullanimi igin bir istisna degildir. Ornegin,
ikili lojistik regresyon analizi siber su¢ magduriyeti (Marcum, Higgins, Ricketts ve Wolfe, 2014; Reyns, 2015; Reyns,
Fisher, Bossler ve Holt, 2019), DRDos saldirilari (Hyslip ve Holt, 2019), dijital korsanligin nedenleri (Holt ve Morris,

2009) ve siber zorbalik (Navarro ve Jasinski, 2013) gibi konulari iceren ¢ok sayida arastirmada kullaniimistir.
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ANALiz

ingiltere ve Galler Sug Arastirmasi (Crime Survey for England and Wales-CSEW) veri seti 2014/2015 (Office for
National Statistics, 2016) su arastirma sorusunu ele almak igin kullanilmistir: “Siber sug korkusu internet
kullanicilarinin davranis ve gilivenlik adaptasyonlarini nasil etkiler?” Eskiden Britanya Sug Arastirmasi (British
Crime Survey-BCS) olarak bilinen CSEW, ingiltere ve Galler'deki sucun derecesini élcen bir magduriyet anketidir.
Anket 2001'den beri birer yillik periyotlarla ylratialmektedir. Bu yiiz yize anket, katilimcilarin son 12 ay icinde
gerceklesen sug deneyimlerinin yaninda, suga karsi tutumlari ve sug egilimleri hakkindaki algilari ile ilgili sorular

sormaktadir.

CSEW, katilimcilari secerken ¢ok asamali kiime &rnekleme prosediiriinii kullanir. ingiltere ve Galler'de ikamet
eden kisilerin posta kodu adres dosyasi (Postcode address file-PAF) popilasyonu oOrneklemek igin
kullanilmaktadir (Maxfield ve Babbie, 2015). Her bir polis giicli bolgesi i¢in en az 650 kisi arastirmaya dabhil
edilmektedir. CSEW 2014/2015, ingiltere ve Galler'de yasayan 50.000 yetiskini davet etmis ve ankete 35.000
yetiskin katilmistir (Office for National Statistics, 2016b). Anket formati, alt 6rneklemlerin yani sira tim
katilimcilara sorular soran takip modiillerini ve kendi kendine tamamlama modiillerini igerir ki, bu da tim anket
sorularinin katilimcilarin tamamina sorulmadigi anlamina gelir. Mesela, tim katimcilara kitlesel pazarlama
dolandiricihgi sorulari sorulurken, rastgele secilen ve toplam sayinin %25'ine karsilik gelen katilimcilara ¢evrimigi
glvenlik sorulari ve yine rastgele secilen katimcilarin %75’ine banka karti dolandiriciligi sorulari sorulmus (CSEW

Technical Report, 2015).
Bagiml Degiskenler

Bu calisma, kimlik hirsizligi korkusu ile siber su¢ korkusunun internet kullanicilarinin gevrimici alisveris davranisi,
kisisel verilerin paylasimi, sifre yonetimi ve bilgisayar glvenligi 6nlemleri lizerindeki etkisini incelemektedir.
CSEW 2014/2015, Cevrimici Givende Kalma Modili béliminde katilimcilara: “Son 12 ay icinde kendinizi
cevrimici glivende tutmak icin bu kartta listelenen seylerden herhangi birini yaptiniz mi?” sorusu ile Finansal
Kayip ve Sahtekarlik Moduliinde katilimcilarin gevrimici koruma énlemlerini dlgmek igin “Birinin banka hesabl,
elektronik clizdan hesabi veya kredi karti hesap bilgilerinizi ele gegirmesini 6nlemek igin genellikle bu kart
Gzerindeki herhangi bir seyi yapiyor musunuz?” sorularini sormustur. Tum degiskenler ikiye ayrilmistir (0 = Hayr,

Evet =1).

Ahgveris Davranigi: Dort cevrimici davranis, cevrimici alisveris davranisi icin dolayli tedbir degerlendirme kriteri
olarak kullanildi. internetten driin satin almaktan kacinmak, kacinma-bas etme stratejilerini 6lgmek igin
kullanilirken; yalnizca glivenli 6riin sitelerinden Uriin satin almak, bir sitenin ¢evrimigi satin almadan 6nce glivenli
oldugunu gosteren isaretleri kontrol etmek, yalnizca iyi bilinen veya giivenilir 6riin sitelerini kullanmak basa ¢ikma

stratejileri yaklasimi igin dolayl degerlendirme kriteri olarak kullanildi.
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Kisisel Verilerin Paylagimi: Kisisel veri paylasimi karari perspektifi, algilanan faydalar ve algilanan kisisel verileri
paylasma riskleri arasindaki mukayesenin bireylerin kisisel verilerini paylasma kararlarini belirledigini 6ne
siirmektedir (Krasnova vd., 2012). Kisisel verileri paylasmanin yararlarini algilayan internet kullanicilari, kisisel
verileri korumak igin alinan énlemlerin korunmasi konusunda daha az endise duyabilirler. ‘Sadece bilinen kisileri
sosyal aglarda arkadas olarak eklemek’ ve ‘sosyal aglarda kisisel ayrintilar koyma konusunda dikkatli olmak’ gibi

iki cevrimici davranis, kisisel verileri ¢cevrimici paylasma konusunda dolayli degerlendirme kriteri olarak kullanildi.

Bilgisayar Giivenlik Onlemleri: Dért cevrimici giivenlik davranisi; 'siipheli e-postalari agmadan silme', 'yalnizca
bilinen dosyalari veya programlari indirme', '6riin sitesi hesap ayarlarini diizenleme' ve 'viriis veya diger kotu
amach yazilimlar icin dizenli olarak bilgisayar taramasi yapmak' internet kullanicilarinin gevrimici koruma

onlemlerini 6lgmek igin kullaniimistir.

Sifre Yonetim: ‘Karmasik parola kullanma’ ve ‘degisik hesaplar icin farkh sifreler kullanma’ parola yonetimi
stratejilerinin dolayli 6lcim degiskenleri olarak kullaniimistir. ‘Karmasik parolalar kullanma’ ve ‘her farkli
cevrimici hesap icin farkh bir parola kullanma’ degiskenleri, parola yonetiminin dolayh degerlendirme kriterleri

olarak kullanilmistir.
Bagimsiz Degiskenler

Siber Sug¢ Korkusu: Siber suc¢ korkusu “kisisel tehlikenin degerlendirilmesi ve birisinin siber suglularin kurbani
olmasi durumunda zarar verici sonuglarin azaltilmasinin maliyetinin tahmini” olarak tanimlanir (Bernik vd., 2013,
p. 9). Bu galismanin temel amaci, siber sug ve kimlik hirsizligi korkusunun bireylerin giivenlik niyetleri izerindeki
etkisini anlamaktir. CSEW 2014/2015, siber su¢ korkusunun kapsamini c¢ok endiseli olmaktan hig
endiselenmemeye kadar dért puanlik bir 6lgekte 6lgmek icin katilimcilara 'Cevrimici sugun magduru olmaktan ne
kadar endiselisiniz' diye sormaktadir. Siber sug korkusunun varliginin ve yoklugunun etkisini degerlendirmek igin;
bu degisken, iki degiskenli bir degisken elde etmek igin farkli bir degisken olarak yeniden kodlanmistir. ‘Cok
endiseli’ ve ‘endiseli,’ ‘endiseli’ olarak kodlanirken; ‘cok endiseli degil’ ve ‘hi¢ endiseli degil,’ ‘endiseli degil’ olarak

kodlandi.

Demografik Ozellikler: Daha &nceki geleneksel su¢ korkusu ve siber su¢ korkusu calismalari, demografik
dzelliklerin sug korkusuyla iliskili oldugunu dnermekteydi. Onceki arastirmalara dayanarak; cinsiyet, yas, egitim
diizeyi ve yillik hane geliri bagimsiz degiskenler olarak analizlere dahil edilmistir. Katiimcilarin yaslari Gg
kategoriye ayrilmistir: (1) 30 yas alti, (2) 30-59 yas arasi ve (3) 60 yas Ustl. Katihmcilarin egitim duzeyleri Ug
kategoriye ayrilmistir: (1) A seviyesi veya Ustl, (2) A seviyesi alti ve (3) Nitelik yok. Yillik hane geliri yedi gruba
ayrilmigtir: (1) 10.000 £ altinda (2) 10.000 £- 19.999 £ (3) 20.000 £- 29.999 £ (4) 30.000 £- 39.999 £ (5) 40.000 £-
49.999 £ (6) 50.000 £- 69.999 £ (7) 70.000 £'dan fazla.
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Tablo 1. Kavramlarin Olgiilmesi (Bagimli Degiskenler)
Degiskenler Aralk
Bagimli Degiskenler
Cevrimigi Alisveris Davranigi
internetten Giriin satin almaktan kaginma (1=evet) 0-1
Sadece givenli 6riin sitelerinden Uriin satin alma (1=evet) 0-1

Cevrimigi satin almadan 6nce bir sitenin glivenli olduguna dair isaretlerin kontrol edilmesi

(1=evet) 0-1
Sadece iyi bilinen veya givenilir 6rin sitelerinin kullaniimasi (1=evet) 0-1
Kisisel verilerin Paylagimi
Sosyal aglarda yalnizca bilinen kisilerin arkadas olarak eklenmesi (1=evet) 0-1
Sosyal aglara kisisel bilgileri koymada dikkatli olma (1=evet) 0-1
Bilgisayar Glivenligi Tedbirleri
Supheli e-postalari agmadan silme (1=evet) 0-1
Sadece bilinen dosyalari ve programlari indirme (1=evet) 0-1
Oriin sitesi hesap ayarlarini diizenleme (1=evet) 0-1
Bilgisayari diizenli olarak viris veya diger kotii amagli yazilimlara karsi tarama (1=evet) 0-1
Sifre Yonetimi
Karmasik sifreler kullanma (1=evet) 0-1
Her farkli cevrimici hesap igin farkh bir sifre kullanma (1=evet) 0-1
Tablo 2. Kavramlarin Olgiilmesi (Bagimsiz Degiskenler)
Degiskenler Aralik
Bagimsiz Degiskenler
Siber sug korkusu (1=evet) 0-1
Yas
30 yas alti (1=evet) 1-3
30-59 yas arasi (2=evet) 1-3
60 yas Ustl (3=evet) 1-3
Cinsiyet
Erkek (1=evet) 0-1
Egitim
Nitelik yok (1=evet) 1-3
A-seviyesi alti (2=evet) 1-3
A-seviyesi veya lizeri (3=evet) 1-3
Gelir
£10,000 alti (1=evet) 1-7
£10,000-£19,999 (2=evet) 1-7
£20,000-£29,999 (3=evet) 1-7
£30,000-£39,999 (4=evet) 1-7
£40,000-£49,999 (5=evet) 1-7
£50,000-£69,999 (6=evet) 1-7
£70,000 (izeri (7=evet) 1-7

635



IJOESS (issn: 2146-1961) JUNE 2020

BULGULAR

iki Degiskenli Analiz Bulgular

Analiz sonuglari yas, egitim dlzeyi, gelir seviyesi ve siber su¢ korkusu arasinda pozitif iliskiler oldugunu
gostermistir (H5) (Tablo 3). Daha yash kullanicilar, geng ve orta yash kullanicilara kiyasla daha yiksek siber sug
korkusu yasadiklarini bildirmistir. Benzer sekilde, daha egitimli ve daha yiiksek gelire sahip olanlar da yogun siber
su¢ korkusu oldugu tespit edilmistir. Ek olarak, sonuglar cinsiyet ile siber su¢ korkusu arasinda anlamli bir iliskinin

olmadigini géstermistir.

Demografik 6zellikler ve siber sug korkusu arasindaki iliskileri inceleyen iki degiskenli analiz sonuglari Tablo 2'de
gosterilmektedir. Degiskenlerin dagihm sikhgini gésteren durum tablolari ve degiskenler arasindaki iligkilerin
istatistiksel anlamhlik derecesi 6lgmede kullanilan Ki-kare test sonuglari rapor edilmistir. Analiz sonuglari yas,
egitim dizeyi, siber sug geliri ve korkusu arasinda istatistiksel olarak anlamli iliskilerin varhgini géstermektedir.
Yasla ilgili olarak, yash kullanicilar geng ve orta yasl kullanicilara kiyasla daha yiiksek oranda siber sug korkusu
bildirmiglerdir. Yash katilimcilarin yaklasik %46'si endise duyarken, geng kullanicilarin sadece %30'u siber sug
korkusu yasadiklarini belirtmistir (x2 = 85,349, p <0.001). iki degiskenli analiz sonuglari, daha egitimli internet
kullanicilarinin siber suglarin kurbani olmaktan daha korktuklarini da géstermektedir. Egitim dizeyinin siber sug
korkusu karsisindaki dagihmlar pozitif bir iliski egilimi géstermektedir (sirasiyla %44,8; %43,3 ve %36,2 ve x2
=15,997, p <0,01. Benzer sekilde, yiksek gelire sahip olanlarda yiiksek oranda siber sug¢ korkusunun varligina
rastlanmistir (x2 =19,964, p <0.01. Ek olarak, sonuglar cinsiyet ile siber sug korkusu arasinda istatistiksel olarak
anlamh bir iliskinin olmadigini géstermistir. Erkeklerin %44'( siber sug korkusu bildirirken, kadinlarin %43'U siber
suglardan endise duymaktadir (x2 =0,075, p <0.05). Bu bulgu, 6nceki geleneksel sug korkusu ve siber sug korkusu

calismalarinin siber sug korkusundaki cinsiyet farkliliklarini 6nermesinden dolayi 6nemlidir.

Genel olarak, siber sug¢ korkusundaki cinsiyet farkliliklarinin olmamasi nedeniyle iki degiskenli analiz sonuglari,
demografik 6zellikler ile siber sug¢ korkusu arasinda bir iliski oldugunu ©ne siiren besinci hipotezi kismen

desteklemektedir. Bir sonraki bolimde ¢ok degiskenli analiz sonuglari sunulmaktadir.
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Tablo 3. iki Degiskenli Analiz Sonuglari

Siber Sug Korkusu

Degiskenler Durumsallik Tablosu .
Endiseli Ki-kare
Testi
Hayir Evet
Yas
16-29 70,20% 29,80%
30-59 53,60% 46,40% 85,349***
60+ 54,40% 45,60%
Cinsiyet
Erkek 56,40% 43,60% 0075
Kadin 56,70% 43,30% !
Egitim
A seviyesi veya uzeri 55,20% 44,80%
A seviyesi alti 56,70% 43,30% 15,997***
Nitelik yok 63,80% 36,20%
Gelir
£10,000 alti 63,10% 36,90%
£10,000-£19,999 58,50% 41,50%
£20,000-£29,999 56,90% 43,10%
£30,000-£39,999 55,40% 44,60% 19.964**
£40,000-£49,999 55,50% 44,50%
£50,000-£69,999 52,80% 47,20%
£70,000 Uzeri 49,30% 50,70%
Toplam 56,50% 43,50%

*=p <0.05, **=p <0.01, ***=p <0.001

Cok Degiskenli Analiz Bulgular
Siber su¢ korkusunun bireylerin ¢evrimici alisveris davranisi, kisisel verilerin paylasimi, bilgisayar glivenlik
onlemleri ve sifre yonetimi tGzerindeki etkisini incelemek icin bir dizi ikili lojistik regresyon analizi yapilmigstir.

Demografik 6zellikler, yas, cinsiyet, egitim ve gelir regresyon modellerine kontrol degiskeni olarak dahil edilmistir.

Online Alisveris Davranisi

Siber sug¢ korkusunun dort tlr cevrimigi davranis Uzerindeki etkisi ikili lojistik regresyon modelleri ile
incelenmistir. Siber su¢ korkusunun, alisveristen kaginma davranisi ve alisveristen korunma 6nlemleri arasinda
pozitif bir iliskili olacagi varsayllmistir (H1). Analiz sonuglari bu varsayimi desteklemektedir. Tablo 4'te
gorulebilecegi gibi, siber sug korkusu tg¢ guvenli alisveris davranisini (yalnizca glivenli web sitelerinden Griin satin
alma, bir web sitesinin giivenli oldugunu gésteren isaretleri kontrol etme ve sadece iyi bilinen veya giivenilir web
sitelerinden satin alma) pekistirmektedir. Siber sug korkusunun, yalnizca giivenli web sitelerinden {irlin satin alma
olasiliginl %48 oraninda, ¢evrimigi satin almadan 6nce glvenlik isaretlerini kontrol etme olasiligini %30 oraninda
ve iyi bilinen veya glvenilen siteleri kullanma olasiligini %25 oraninda arttirdigi gézlemlenmistir (Exp. (B) = 1.478;

1.310 ve 1.247 sirasiyla).
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Kacinma davranisi ile ilgili olarak, siber sug¢ korkusun varliginin internet kullanicilarinin cevrimici alisveris
yapmalarini engellemedigi tespit edilmistir. Siber suglardan korkan katilimcilarin gevrimigi alisveristen kaginma
olasiliklari %15 daha az oldugu gorilmistir (Exp. (B) = 0.849). Geng kullanicilarin ¢evrimigci alisveristen kaginma
olasiligi diger yas gruplarina kiyasla daha diisiik ¢ikmistir. Orta yasli internet kullanicilarinin alisveristen kaginma
olasiliklari genglere oranla %52 daha fazla iken, yasl katilimcilarin geng kullanicilara kiyasla gevrimigi aligveristen
kaginma olasiliklari %153 daha fazla olmustur (sirasiyla (B) = 1.525 ve 2.533). Sosyal statl de kaginma davranisini
ongodrmdistir. Daha egitimli (A dlzeyi veya Ustl) ve yliksek gelire sahip (30.000 £ 'dan fazla kazanan) internet
kullanicilarinin kaginma davranisinda bulunma olasiliklari daha az cikmistir. Ayrica, geng internet kullanicilarinin,
orta yasli ve yasl kullanicilara kiyasla giivenli web sitelerinden ve iyi bilinen veya giivenilir web sitelerinden satin

alma olasiliginin daha ytiksek oldugu gorilmustir (sirasiyla (B) = 0,997 ve 0,979).

Tablo 4. Siber Sug Korkusunun Cevrimigi Alisverisin Korunmasi Davranisi Uzerindeki Etkisi
Cevrimigi satin
almadan 6nce

s Sadece iyi
; - . . bir sitenin -
Internetten Grilin Sadece giivenli ivenli bilinen veya
satin almaktan orin sitelerinden gv . glvenilir
- olduguna dair . .
kacinma Urlin satin alma . . siteleri
isaretlerin
kullanma
control
edilmesi
Analizdeki Degiskenler Exp(B) Exp(B) Exp(B) Exp(B)
Korku 0,849* 1,478%** 1,310%** 1,247***
Cinsiyet
Erkek 0,982 1,057 1,04 0,967
Yas
30-59 1,525%* 0,997 1,414%** 0,979
60+ 2,533%** 0,746** 1,379%** 1,055
Egitim
A-seviyesi alt 0,823 1,799*** 1,920%*** 1,813***
A seviyesi veya Uzeri 0,635%** 2,671%** 3,075%** 2,640%**
Gelir
£10,000-£19,999 1,201 1,304** 0,430%** 0,562***
£20,000-£29,999 0,769 1,869*** 0,524%*** 0,649%**
£30,000-£39,999 0,706** 1,785%*** 0,649*** 0,821
£40,000-£49,999 0,338%** 2,046%** 0,718** 0,771**
£50,000-£69,999 0,389*** 2,159%** 0,825 0,84
£70,000 tzeri 0,396*** 2,019%** 0,941 0,933
Sabit 0,099*** 0,873*** 0,415*** 0,902

*=p <0.05, **=p <0.01, ***=p <0.001

Bilgisayar Giivenligi Onlemlerini Uygulama Niyetleri

Siber Sug Korkusu ve internet kullanicilarinin bilgisayar giivenlik dnlemlerini uygulama niyetleri arasinda pozitif
bir iliski oldugu varsayilmistir (H2). ikili lojistik regresyon analizi sonuglari, siber su¢ korkusunun bilgisayar
giivenlik 6nlemlerini (sipheli e-postalari agmadan silmek, yalnizca bilinen dosyalari veya programlari indirmek,

web sitesi hesap ayarlarini diizenlemek ve bilgisayari virisler veya diger kotli amagli yazilimlar icin diizenli olarak
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taramak) niyeti artirdigini gostermistir (Tablo 5). Siber su¢ korkusu, bilgisayarlari dizenli olarak taranmasi
olasiligini %45 oraninda ve slpheli e-postalari agmadan silme ihtimalini %50 oraninda arttirdigi goralmustir
(sirasiyla (B) = 1.454 ve 1.505). Yas gruplari birbirleriyle mukayese edildiginde, geng internet kullanicilarinin web
sitesi ayarlarini yapma olasiliklari daha yiiksekken (Exp. (B) = 0,731; 0,381), orta yash ve daha yasl kullanicilarin
stpheli e-postalari silme egilimleri daha yilksek ¢ikmistir (Exp. (B) = 1,284; 1,227). Bu sonug, farkli nesillerin
internet becerilerine atfedilebilir. Web sitesi gizlilik ayarlarini degistirmek icin bir dereceye kadar internet bilgisi
gerekir. Boylece, bu konularda daha uzman olan gengler, bu koruma &nlemlerini yagh kullanicilardan daha fazla
uygulamalari dogal bir sonug olarak ortaya ¢ikmaktadir. Ote yandan, siipheli e-postalari agmadan silmek,
istenmeyen e-postalar araciligiyla kimlik avina karsi koruyucu bir énlemdir. Orta yasl ve daha yasli internet
kullanicilari, riskten kaginmak igin sipheli e-postalari silme olasiliklarinin daha yiiksek oldugu gorilmustir. Ancak,
stipheli e-postalari goz ardi etmek de riskleri azaltmanin etkili bir yoludur. Bilyiik olasilikla, daha geng internet
kullanicilari, istenmeyen e-postalari silmek yerine bunlari gormemezlikten gelmeyi tercih ettiler. Son olarak
sosyo-ekonomik statli tiim glvenlik 6nlemlerini 6ngérmustir. Sosyal statlsi daha ylksek olan (gelir ve egitim
diizeyi) bireylerin gevrimici koruma &nlemleri alma olasiligi daha yiiksek ¢cikmistir. Ornegin, egitim diizeyi A diizeyi
veya daha yuksek olan kullanicilarin herhangi bir niteligi olmayanlara gore, stipheli e-postalari silme olasiligi 3,6

kat, yalnizca bilinen dosyalari indirme olasiligi 3,1 kat daha yiksek oldugu gorialmustir.

Tablo 5. Siber Sug Korkusunun Bilgisayar Giivenlik Onlemlerine Etkisi

Duzenli olarak

S Dizeltilmis 6rilin virus veya diger
- Yalnizca indirilen o o
Agmadan silinen . sitesi hesap kotl amagli
. . bilinen dosya N
supheli e-postalar ayarlari (or., yazilimlara karsi
veya programlar -
gizlilik ayarlan) taranmis
bilgisayar
Analizdeki Degiskenler Exp(B) Exp(B) Exp(B) Exp(B)
Korku 1,505*** 1,358*** 1,223** 1,454***
Cinsiyet
Erkek 0,906 1,018 0,996 1,008
Yas
30-59 1,284** 1,047 0,731%** 0,896
60+ 1,227* 0,926 0,381*** 1,006
Egitim
A-seviyesi alt 1,856%** 1,620%** 1,700%** 1,503***
A seviyesi veya Uzeri 3,676%** 3,148%** 3,441 %** 2,277***
Gelir Diizeyi
£10,000-£19,999 1,256** 1,263* 0,984 0,600***
£20,000-£29,999 2,082%** 1,639%** 1,19 0,551***
£30,000-£39,999 2,265%** 1,766%** 1,18 0,697**
£40,000-£49,999 2,667*** 1,925%** 1,293* 0,81
£50,000-£69,999 3,219%** 2,076*** 1,342%* 0,952
£70,000 (izeri 4,321%** 3,079%** 1,745%** 0,845
Sabit 1,406**** 0,856 0,513*** 0,617***

*=p <0.05, **=p <0.01, ***=p <0.001
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Parola Yénetimi ve Kisisel Verilerin Paylasimi

Ucglincii hipotez, siber sug korkusu ile internet kullanicilarinin sifre yénetimi stratejileri arasinda pozitif bir iliski
oldugunu varsaymaktaydi. Tablo 5'te sunulan analiz sonuglari bu varsayimi desteklemektedir. Analiz, bireylerin
siber sug korkusu diizeyine meydana gelen bir birimlik artigin, karmasik sifre kullanimini olasihgini %37 ve farkl
sifre kullanimi olasiligini %38 oranda artirdigini géstermistir (Exp. (B) = 1.371 ve 1.376) (Tablo 5). Siber sug
korkusunun varligini bildiren kullanicilarin, karmasik parolalar ve her gevrimici hesap igin farkli parolalar kullanma

olasiliklarinin yaklasik olarak %37 daha fazla oldugu ortaya ¢ikmistir (sirasiyla (B) = 1.371 ve 1.376).

Yag karmagsik sifreler kullanmayi éngérmektedir. Geng kullanicilarin, orta yash ve yash kullanicilara kiyasla
karmasik sifreler kullanma olasiligi daha yuksek ¢ikmistir (Exp. (B) =0,709; 0,471). Bu bulgunun risk farkindahginin
bir sonucu oldugu degerlendirilmektedir. Cevrimigi tehdit hakkinda daha bilingli ve bilgili olan geng internet
kullanicilarinin hesaplariigin karmasik sifreler kullanmalari daha muhtemeldir. Son olarak, egitimin sifre yonetimi
Gzerindeki etkisi ile ilgili olarak, egitim seviyesi ile sifre yonetimi stratejilerinin uygulanmasi olasiligl arasinda

pozitif bir iliski oldugu gorilmektedir.

Ayrica, siber sug korkusu ve internet kullanicilarinin kisisel verilerini paylasma davranisi arasinda negatif bir iliski
oldugu varsayllmisti (Dérdunci hipotez). Tablo 6'te gorilebilecegi gibi, cok degiskenli analiz bu Oneriyi
desteklemektedir. Analiz sonuglari, siber sug¢ korkusunun, sosyal medya araciligiyla kisisel verilerin paylasimina

iliskin farkindahgi artirdigini géstermistir.

Siber sug korkusu yiiksek olan bireylerin sosyal aglar Gizerinden kisisel verileri paylasma konusunda dikkatli olma
olasiliklarinin %22 ve sosyal aglara yalnizca bilinen kisileri ekleme olasiliklarinin ise %22 daha fazla oldugu tespit
edilmistir (Exp. (B) = 1,223 ve 1,181). Genc internet kullanicilarinin, orta yasli ve yash kullanicilara kiyasla kisisel
verilerin paylasimi konusunda daha bilingli oldugu ortaya ¢ikmistir. Ornegin, orta yash kullanicilarin geng
kullanicilara kiyasla sosyal aglara bilinen kisileri ekleme olasiliginin %27 daha fazla ve sosyal aglara kisisel

ayrintilari koyarken dikkatli olma konusundaki olasiliklari ise %23 daha az oldugu gorilmustir.

Tablo 6. Siber Sug Korkusunun Kisisel Verilerin Paylasimi ve Sifre Yonetimi Uzerindeki Etkisi

Kisisel Verilerin Paylagimi Sifre Yonetimi
Sosyal aglarda yalnizca Sosyal ag sitelerine Her farkh gevrimigi
I . . Kullanilan . ;
bilinen kisileri arkadag kisisel ayrmtl.lar qumak karmasik sifreler hgsap igin farkli bir
olarak ekleme konusunda dikkatli olma sifre kullaniimasi
Exp(B) Exp(B) Exp(B) Exp(B)
Analizdeki Degiskenler
Korku 1,181** 1,223%%* 1,371%** 1,376%**
Cinsiyet
Erkek 1,037 1,078 0,994 1,096
Yas
30-59 0,736%** 0,777** 0,709%*** 1,11
60+ 0,347*** 0,398*** 0,471%** 0,96
Egitim
A-seviyesi alti 1,218* 1,286*** 1,637*%* 1,457***
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A seviyesi veya Uzeri 1,919%** 1,923%** 3,303*** 2,058***
Gelir
£10,000-£19,999 1,024 1,091 1,197 0,979
£20,000-£29,999 1,193 1,234%* 1,608*** 1,041
£30,000-£39,999 1,215 1,411** 1,777*** 1,044
£40,000-£49,999 1,314%** 1,223 2,332%** 1,097
£50,000-£69,999 1,300* 1,31* 2,312%** 1,143
£70,000 Uzeri 1,376** 1,396** 3,131%** 1,177
Sabit 1,370** 1,824%* 2,195%** 0,553***

*=p <0.05, **=p <0.01, ***=p <0.001

SONUC ve TARTISMA

Bu ampirik calisma, siber su¢ korkusunun internet kullanicilarinin gevrimici alisveris koruma davranislari (yaklasim
ve kacinma), kisisel verilerin paylasimi ve giivenlik niyetleri Gzerindeki etkisini incelemistir. Siber sug¢ korkusunun
belirleyicileri de arastirilmistir. Bu amagla, ingiltere ve Galler 2014/2015 Sug Arastirmasi'nin ulusal temsili veri

seti kullanilmigtir. Demografik 6zellikler, yas, cinsiyet, egitim ve yillik hane geliri de analizlere dahil edilmistir.

Bu galisma, siber su¢ korkusunun ongoricileri ve siber sug korkusunun basa ¢ikma tepkileri Gzerindeki etkisini
anlamamiza isik tutan yeni dnemli bulgular ortaya koymustur. Onceki arastirmalar, siber su¢ korkusu, kagcinma
davranisi ve alisveris niyeti arasinda pozitif bir iliski oldugunu ileri siriyordu (Hille vd., 2015; Riek vd., 2016;
Brands ve van Wilsem, 2019) (H1). Ancak bu calismanin sonuglari, internet kullanicilarinin siber suglardan
korkmalarina ragmen alisverise devam ettiklerini gostermektedir. Bu galismanin bir diger yeni katkisi ise
Yaklasim/kaginma alisverisi davranisindaki yas farkliliklarini géstermis olmasidir. Geng internet kullanicilarinin
yaklasim alisveris stratejilerini (giivenli 6rin sitelerinden satin alma ve yalnizca iyi bilinen veya givenilir siteleri
kullanma) kullanma olasiliklari yliksek ¢ikarken, ¢evrimici satin almadan kaginma ihtimalleri daha disiik ¢cikmistir.
Bu sonuglar, geng kullanicilari i¢glidiisel alisveris yapan bireyler olarak tasvir eden mevcut arastirmalarla

celismektedir (Lin vd., 2012; Wu ve Lee, 2016; Kumar vd., 2020).

Siber sug korkusunun kisisel verilerin paylasimi davranigi izerindeki etkisine iliskin sonuglar, daha yiiksek endise
diizeyine sahip internet kullanicilarinin kisisel verileri paylasmaktan daha fazla kagindiklarini géstermistir. Bu
sonug, kisisel veri paylagsmayla ilgili endiseler kisisel verileri paylasmanin algilanan odiillerini astiginda, bireylerin
paylasilan bilginin miktarini ve tiriini kontrol etme egiliminde oldugunu 6ngéren kisisel veri paylagim

perspektifini desteklemektedir. (Kuo vd., 2013; Trepte vd., 2017; Gruzd vd., 2018).

Ayrica, bu ¢alismanin (Blank vd., 2014) ile uyumlu ancak (Lutz ve Strathoff, 2014; Xie ve Kang, 2015)'in galismalari
ile gelisen bir diger dnemli katkisi da, geng internet kullanicilarinin sosyal medya vasitasiyla kendini teshir etme
davranisini kontrol etme olasiiginin daha yiiksek oldugunu gdstermesiydi. Bu sonug, gencglerin internet
becerilerine atfedilebilir. Sosyal medya gizlilik ayarlari hakkinda daha bilgili olan gencg internet kullanicilarinin

gizlilik kontrollerini uygulamasi daha mimkdinddr.
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Onceki arastirmalar, daha disiik sosyal statiiye (diisiik egitim ve gelir) sahip bireylerin daha yiiksek derecede
siber sug/kimlik hirsizligi korkusu bildirdigini ileri surtiyordu (Roberts vd., 2013; Virtanen, 2017; Brands ve van
Wilsem, 2019). Ancak, bu calisma egitim, gelir ve siber sug¢ korkusu arasinda olumlu bir egilim oldugunu
gdstermistir. Daha egitimli ve daha fazla yillik geliri olan internet kullanicilari, daha az egitimli ve daha az kazanci
olanlara kiyasla daha yiiksek siber sug korkusu bildirmiglerdir. Ayrica, daha dnceki galismalar, kadinlari sugtan
daha ¢ok korkan kisiler olarak géstermekteydi (Pereira vd., 2016; van Eijk, 2017). Bununla birlikte, bu ¢alismanin
sonuglari siber sug¢ korkusunda cinsiyet farkhligini desteklememektedir. Bu sonug kéti amach yazilim enfeksiyonu
ve kimlik hirsizhigi korkusunun belirleyicilerini inceleyen arastirmalarin sonuglarini desteklemektedir (Roberts vd.,
2013; Yu, 2014). Cevrimici tehditlere karsi algilanan hassasiyet, bu sonug icin olasi bir agiklama olabilir. Kadinlar
cevrimici taciz gibi cevrimici kisilerarasi tehditlere daha fazla maruz kalmaktadir (Kimble, 2016; Backe vd., 2018).
Bunun nedeni, bireyler hakkindaki bilgilerin Sosyal ag siteleri (SOS) lizerinden edinilme firsatidir. Siber tacizciler
muhtemel hedeflerinin kisisel 6zellikleri hakkinda bilgi toplama yetenegine sahipken, finansal kazang elde etmeyi
amaclayan cevrimigi failler, potansiyel hedeflerin cinsiyeti ile ilgili sinirli bilgiye sahiptir. Bu nedenle, cinsiyete
dayal gevrimigi saldirilar yapmazlar. Bu gergek, bireylerin siber sug¢ korkusu ile ilgili algilarina yansimis gibi

gorinmektedir.

Analiz sonuglari, siber su¢ korkusunun aligveristen kaginma davranisini desteklemedigini gostermektedir. Siber
suc korkusu olan internet kullanicilari, giivenli cevrimici 6riin sitelerinden mal satin alma gibi koruma
uygulamalarini benimsedikleri goriilmektedir. Cevrimigi satis yapanlara duyulan giiven, yaklagim basa ¢ikma
stratejilerinin siber suc¢ korkusuyla basa ¢ikmada ana itici glic olarak ortaya ¢ikmistir. Bu sonug, c¢evrimigi
saticilarin cevrimicgi satislarini artirmak icin glven ve glvenli satin alma hissi olusturmasi gerektigini
gdstermektedir. Analiz sonuglar ayrica, geng internet kullanicilarinin gevrimigi alisveristen kaginma olasiliginin
distk oldugunu ve gevrimigi satin almaya devam etmek igin aktif micadele stratejileri kullanma olasiliklarinin
daha yiiksek oldugunu géstermektedir. Bu sonug, internet kullanicilarinin ¢evrimici tehditlere iliskin bilgilerine
istinaden Internet &z-yeterliliginin sonucu olabilir. Cevrimici tehditlerle aktif olarak miicadele ile ilgili egitim

programlari orta yasli ve yasli internet kullanicilarina yénlendirilebilir.

Analiz, siber sug¢ korkusunun internet kullanicilarinin sifre ydnetimi stratejilerini benimsemesine yol actigini
ortaya koymaktadir. Siber suc korkusu olan internet kullanicilari, farkl gevrimici hesaplar icin daha karmasik
sifreler ve ayri sifreler kullanma egilimindedir. Orta yash ve yash internet kullanicilari, siber sug magduriyeti riskini
artirabilecek daha az sifre ydnetimi stratejileri kullandiklari tespit edilmistir. internet giivenligi sirketleri ve &riin
siteleri, sifre dogrulamasi icin iki adimli dogrulama gibi yeni yontemler sunmaktadir. Karmasik sifreleri ezberleme
konusunda sorun yasayan internet kullanicilari bu tir ikincil sifre kimlik dogrulama yéntemlerini kullanmaya

tesvik edilmelidir.

Yaklagsma-kaginma vasitasiyla basa ¢ikma paradigmasi, bireylerin korku uyandiran durumla aktif olarak ylzlesmek
icin koruyucu onlemler aldiklarini veya sorunu igsellestirdiklerini ve tehdidi gérmezden geldiklerini ileri strer

(Lazarus ve Folkman, 1984). Analiz sonuglari, siber su¢ korkusunun yaklasma basa c¢ikma stratejilerini
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ongordugini gostermektedir. Ancak, siber suc¢ korkusu bildiren kullanicilar, kaginma alisveris davranislari
uygulamadiklari géralmustir. Bu sonug, yaklasima/kaginma davranisinin uygulanmasinda tek itici gticin korku
olmayabilecegini géstermektedir. internetten alisveris yapmanin veya daha disiik fiyatlar icin mal satin alma
kolayhg gibi algilanan &dllerin, siber su¢ magduriyetine maruz kalma riskinden daha agir bastigi goriilmektedir.
Gelecek siber sug korkusu c¢alismalari, siber sug¢ korkusu ile basa ¢ikma tepkilerini incelerken algilanan

faydalarin/oédullerin araci roltint inceleyebilir.
TESEKKUR

UK Data Archive’a arastirmada ingiltere ve Galler 2014/2015 Sug Arastirmasi Anketini kullanmama izin verdikleri

icin sikranlarimi sunarim.
ETiIK METNI

Bu makale Helsinki Deklerasyonunda yer alan Etik Kurallarina uygun olarak hazirlanmistir. Calismada veri Birlegik

Krallik Veri Merkezi tarafindan saglanan ikincil veri kullanildigindan etik kurulu raporuna ihtiya¢ duyulmamustir.

“Bu makalede dergi yazim kurallarina, yayin ilkelerine, arastirma ve yayin etigi kurallarina, dergi etik kurallarina

uyulmustur. Makale ile ilgili dogabilecek her turli ihlallerde sorumluluk yazar(lar)a aittir.”
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